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1 INTRODUCTION

This Security Target (ST) defines the scope ofeeduation in terms of the assumptions made, ttemnded
environment for theAlcatel-Lucent 7-Series Service Router Operatingté®y (SROS) Software Family
hereafter referred to generically 8ROSthe Information Technology (IT) security functedrand assurance
requirements to be met, and the level of confiddaualuation assurance level) to which it is assktibhat the
SROSsatisfies its IT security requirements. This doeuat forms the baseline for the Common Criteria)(CC
evaluation.

1.1 DOCUMENT ORGANIZATION

This document is structured as follows:

e Section 1 - Introduction provides the ST refererthe, TOE reference, the TOE overview and the
TOE description.

e Section 2 - Conformance Claims describes how tAisc8nforms to the Common Criteria and
Packages. This ST does not conform to a ProteBtiofile.

» Section 3 - Security Problem Definition describles éxpected environment in which the TOE is to
be used. This section defines the set of thréatsare relevant to the secure operation of the, TOE
organizational security policies with which the T@ftst comply, and secure usage assumptions
applicable to this analysis.

* Section 4 - Security Objectives defines the seeglrity objectives to be satisfied by the TOE layd
the TOE operating environment in responsettte problem defined by the security problem
definition

e Section 5 - Extended Components Definition defitles extended components which are then
detailed in Section 6.

e Section 6 - Security Requirements specifies tharigcfunctional and assurance requirements that
must be satisfied by the TOE and the Informatioahifelogy (IT) environment.

» Section 7 - TOE Summary Specification describess#wirity functions and assurance measures that
are included in the TOE to enable it to meet thed®urity functional and assurance requirements.

« Section 8 - Other References identifies referenceuchents beyond the TOE guidance
documentation listed in Section 1.7 (p. 27) thateither referred to directly in this Security Tetrgr
aid in better understanding the TOE and the apicaf its technology.

1.2 SECURITY TARGET REFERENCE

This Security Target is uniguely identified as dégd in Table 1.

Table 1: Security Target Reference
Title Security Target for the Alcatel-Lucent 7-Seriesv8®r Router Operating System
(SROS) Software Family
Version Number | Version 0.3
Publication Date | 2 May 2012
Author Electronic Warfare Associates — Canada Ltd. (EWA#CR)

1.3 TARGET OF EVALUATION REFERENCE

The Target of Evaluation (TOE) for this Securityrdet (ST) is theAlcatel-Lucent 7-Series Service Router
Operating System (SROS) Software Faf8RO$ consisting of the following:

Doc No: 1729-001-D001 Version: 0.3 Date: 2 May 2012 Page 6 of 79
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a. Alcatel-Lucent 7x50 Service Router Operating Sy$@R10S), v10.0The specific build number is
10.0.R3.

b. Alcatel-Lucent 7705 Service Aggregation Router @peg System (SAR OS), v5.0he specific
build number is X-5.0.R3.

c. Alcatel-Lucent 7210 Service Access Switch Operdliggtem (SAS 0OS), v4.0he specific build
number is 4.0.R5.

The SROSuns on the router and switch platforms and moligisd in Table 2.
Table 2: Platforms Supported by SROS

Operating Collective
Platform Model(s) System Reference Terms
7750 Service Router (SR) SR-c4, SR-7, SR-12, and SR OS v10.0 7x50 or
SR-c12 SR/ESS
7450 Ethernet Services Switch | ESS-6, ESS-6v, ESS-7, and
(ESS) ESS-12
7705 Service Aggregation RouteSAR-F, SAR-M, SAR-8, SAR OS v5.0 7705 or
(SAR) and SAR-18 SAR
7210 Service Access Switch SAS-D, SAS-E, SAS-M, SAS OS v4.0 7210 or
(SAS) SAS-M (10GIGE), and SAS
SAS-X

1.4 TERMINOLOGY AND ACRONYMS

1.4.1 Terminology and Acronyms
The following terms and acronyms as used withia 8ecurity Target have the meanings defined herein.

1.4.1.1 Terminology
The following terminology is used in this ST:

7210 A collective term used in this document to refeAtcatel-Lucent
7210 SAS service access switches. Refer to Tablegage 7 for
additional information.

7705 A collective term used in this document to refeAtcatel-Lucent
7705 SAR service aggregation routers. Refer tdeT2lon page 7
for additional information.

7x50 A collective term used in this document to refeAtcatel-Lucent
7750 SR and SRc service routers as well as 745(EH&Snet
services switches. Refer to Table 2 on page @dditional

information.
Access Control List An Access Control List (ACL) is filter policy apgkd on ingress or
egress to a service SAP on an interface to cotitedraffic access.
Adapter Card SAR-series routers and SAS-series switches emptiap#er Cards

in which physical interfaces terminate.

See also Media Dependent Adapter (MDA) for SR/IES®s
devices.

Doc No: 1729-001-D001 Version: 0.3 Date: 2 May 2012 Page 7 of 79
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The Alcatel-Lucent 7-Series Service Router Opegafipstem

(SROS) Software Famil(SROS) is the Target of Evaluation (TOE).

The SROS consists of the following software confagion items

(Cls):

a. Alcatel-Lucent 7x50 Service Router Operating SysteR OS),
v10.0;

b. Alcatel-Lucent 7705 Service Aggregation Router @fiag
System (SAR 0OS), v5.0; and

c. Alcatel-Lucent 7210 Service Access Switch Opera8ggtem
(SAS 0S), v4.0.

These software Cls operate on the routers andlsgtisted in

Table 2 on page 7.

Asynchronous Transfer Mode (ATM) is a standardidigital data
transmission technology. ATM is a cell-based shiitg technique
that uses asynchronous time division multiplexing.

The Border Gateway Protocol (BGP) is the core raugirotocol of
the Internet. It maintains a table of IP network$eefixes' which
designate network reachability among autonomougsys(AS). It
is described as a path vector protocol. BGP dotssw®traditional
IGP metrics, but makes routing decisions basedatim petwork
policies and/or rule sets.

All traffic destined to the CPM and CSM and thall e processed
by its CPU

The Command Line Interface (CLI) is a terminal-lthse
administrator interface used to configure a 7x50E8S, 7705 SAR,
or 7210 SAS node.

Committed Information Rate (CIR) is the amount ahtwidth that
the carrier is committed to provide to the subsarib

The Control and Switching Module (CSM) is a modulthin the
SAR and SAS-series devices. The CSM is functigriblt same as
the CPM on the SR/ESS-series devices.

The Control Processor Module (CPM) is a module WithSR/ESS-
series devices The CPM is functionally the sami@<SM on the
SAR and SAS-series devices.

Control Processor Module Queuing (CPMQ) implemseisarate
hardware-based CPM and CSM queues which are adlbcat a per-
peer basis. Administrators can allocate dedic&fM hardware
gueues for certain traffic designated to the CRidkcan set the
corresponding rate-limit for the queues.

The 7210 SAS controls the instantiation of the @seand the
associated rate limits. Some of the queues areated to a specific
protocol, while other queues are shared amongrdiitgorotocols.
Coordinated Universal Time (UTC) is the definitnegerence time
scale. Time zones around the world may be expless@ositive or
negative offsets from UTC. UTC is derived fromeimtational
Atomic Time (TAI).

Doc No: 1729-001-D001
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CPM Filter SR/ESS and SAS-series routers and switches usmse@PM
modules that have traffic management and queuirdizae on the
CPM modules dedicated to protecting the contrah@laCPM filters
can be created on this hardware. These filterdearsed to drop or
accept packets, as well as allocate dedicated laaedsihaping
queues for traffic directed to the control processo

CSM Filter SAR-series routers and switches with separate C8Nuias (7705
SAR-M, SAR-8 and SAR-18 models, and 7210 SAS-D, EAS
SAS-M, SAS-M(10GIGE), and SAS-X models) have t&ffi
management and queuing hardware on the CSM modetésated
to protecting the Control Plane. CSM filters areated on this
hardware and instantiated by the operating systghout user
interference. These filters can be used to dragcoept packets, as
well as allocate dedicated hardware shaping queudsaffic
directed to the control processors.
On 7705 SAR-8 and SAR-18 nodes, the CSM is a reghirehd
pluggable module. On 7705 SAR-F and SAR-M nodesyell as
the 7210 SAR-series, the CSM is non-redundant ahglnggable.

Customer Premise Customer Premise Equipment (CPE) is equipmenighastalled in
Equipment customer premises by a service provider to cortoegtspecific
service.

Documented Special Use Documented Special Use Addresses (DUSA) use |Pdreases

Addresses

Ethernet Service Switch  Ethernet Service Switch (ESS) refers to the 7458 &Sies routers.

Ethernet Services Switch  Ethernet Services Switch (ESS) is a collective tesed in this
document to refer to the four 7450 ESS switch notisted in
Table 2 on page 7.

Frame Relay Frame Relay (FR) is a data transmission technigatecombines
high-speed and low-delay circuit switching with ff@t sharing and
dynamic bandwidth allocation capabilities of X.2&cket switching.
Like X.25, frame relay divides transmission bandtviithto
numerous virtual circuits and implements burstdaif. But unlike
X.25, frame relay does not require a lot of proicgsat each node,
delegating error correction and flow control to #iached devices.

Generic Routing Generic Routing Encapsulation (GRE) is a tunnelpngtocol.

Encapsulation Using GRE packets that belong to a wide varietgrotocol types
are encapsulated inside IP tunnels, which creapeséto-point
link over an IP network.

In-band In-band (IB) refers to interfaces using a physitalport on the
router.
Input Output Module An Input Output Module (IOM) is router module thaterconnects

two Media Dependent Adapters (MDAS) or Adapter Gasith the
fabric core. This module also performs Layer Hitananagement.
Part of Data Plane.
Intermediate System to Intermediate system to intermediate system (ISd8)protocol
Intermediate System used by network devices (routers) to determind#st way to
forward datagrams through a packet-switched netwabgtocess
called routing.
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The Internet Engineering Task Force (IETF) devekps promotes
Internet standards, cooperating closely with theQvd8d ISO/IEC
standards bodies and dealing in particular withddeds of the
TCP/IP and Internet protocol suite. It is an opemdards
organization.

The Internet Protocol (IP) is a network layer poaaunderlying the
Internet, which provides an unreliable, connecten| packet
delivery service. IP allows large, geographicaliyerse networks
of computers to communicate with each other quiekig
economically over a variety of physical links.

The Label Distribution Protocol (LDP) is a new paal that defines
a set of procedures and messages by which one LL:gfI(Switch
Router) informs another of the label bindings & naade.

A Label Switch Path (LSP) is a sequence of hopghith a packet
travels by label switching.

A Label Switch Router (LSR) is a node capable oiverding
datagrams based on a label.

Link Aggregation Group (LAG) is based on theEE 802.3ad]
standard; LAGs are configured to increase the batttvavailable
between two network devices. All physical linksaiigiven LAG
combine to form one logical interface.

A Local Area Network (LAN) is a system designedrtierconnect
computing devices over a restricted geographiaa @usually not
more than a couple of kilometres).

A Management Access Filter (MAF) controls all traffh and out of
the CPM. A MAF can be used to restrict manageroétiie
SR/ESS-Series device by other nodes outside eiffemific
(sub)networks or through designated ports.

For SAR and SAS-series devices, MAFs also contttdafic in

and out of the CSM/CPM. They can be used to mstranagement
of the SAR or SAS by other nodes outside spedifib)networks or
through designated ports.

A Management Information Base (MIB) is a type ofad@se used
for managing the devices in a communications networ
Maximum Burst Size (MBS) is one of the parametssoaiated
with queue configuration in the TOE. This is theximum buffer
space available for the traffic flows associateth\lie queue.
Media Access Control (MAC) is a media-specific asceontrol
protocol within IEEE 802 specifications. The pratbis for
medium sharing, packet formatting, addressing,erat detection.
A Media Dependent Adapter (MDA) is a module in SR&E=Series
routers and switches that is housed in an IOM arwhich a
physical interface terminates.

See also Adapter Cards for SAR and SAS-series eevic
Multicast Source Discovery Protocol (MSDP) is a poier network
protocol in the Protocol Independent Multicast (P Rsimily of
multicast routing protocols.
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Multi-Protocol Label Switching (MPLS) technology mements the
delivery of highly scalable, differentiated, endetod IP and VPN
services. The technology allows core network naute operate at
higher speeds without examining each packet inlgata allows
differentiated services.

Open Shortest Path First (OSPF) is a link-statérrgualgorithm
that is used to calculate routes based on the nuofilbeuters,
transmission speed, delays and route cost.

Out-of-band (OOB) to the RS-232 Console port omtitamagement
Ethernet port on the SR.

Quality of Service (QoS) is a set of performancepeeters that
characterize the traffic over a given connection

Remote Authentication Dial-In User Service (RADIUSh
client/server security protocol and software thetldes remote
access servers to communicate with a central semnarthenticate
dial-in users and authorize access to the requegttdm or service.

A Request for Comments (RFC) is an Internet EngingeTask
Force (IETF) memorandum on Internet systems amdiatds
The Route Table Manager (RTM) controls the configjon of the
routing table which stores the routes (and in soases, metrics
associated with those routes) to particular netvdadtinations.

The Routing Information Protocol (RIP) is baseddmtance-vector
algorithms that measure the shortest path betweepaints on a
network, based on the addresses of the originatidgdestination
devices. The shortest path is determined by the&beu of “hops”
between these points. Each router maintains angotable, or
routing database, of known addresses and routels;reater
periodically broadcasts the contents of its tabledighbouring
routers in order that the entire network maintagy@chronised
database.

RS-232 is a serial communications protocol curyetéfined by
[TIA-232-F]

SAR is a collective term used in this documengferto the 7705
SAR-series routers using the SAR OS v5.0 operatystem.

SAS is a collective term used in this documengeterto the 7210
SAS-series switches using the SAS OS v4.0 operagisggm.

A Service Access Point (SAP) identifies the customerface point
for a service on a SR/ESS, SAR, or SAS.

Service Access Switch (SAS) is a collective termdlis this
document to refer to the five 7210 SAS switch medisted in
Table 2 on page 7.

Service Aggregation Router (SAR) is a collectiverteised in this
document to refer to the four 7705 SAR router medisted in
Table 2 on page 7.
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Service Aware Manager

Service Router
SR/ESS
SRc

Synchronous Digital
Hierarchy

Synchronous Optical
Networking

Terminal Access
Controller Access Control
System Plus

Time to Live

Transmission Control
Protocol

User Datagram Protocol

Virtual Private Network
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The Service Aware Manager (SAM) provides GUI manaeyat
functions (e.g., provisioning) for the SR/ESS, SARJ SAS-series
routers and switches. The SAM is defined outdi@eTtOE
boundary with a Console CLI (provides administrateith
backside services) also outside the TOE boundaliyof the routers
and switches listed in Table 2 on page 7 can beagehby the
5620 SAM. The SAM includes the Element ManagerNS&),
Provisioning (SAM-P), and Assurance (SAM-A) modules

The operational environment requires a RADIUS oCPES+
server for authentication/authorization servicks,$AM for limited
remote administration, local Console access fort mdshinistration,
SNMP/Syslog servers for logging, and a Network Tnetocol
(NTP) server for external time synchronization

Service Router (SR) is a collective term used is document to
refer to the two 7750 SR router models and two 7SB6 router
models listed in Table 2 on page 7.

SR/ESS is a collective term used in this documengfier to the
7x50 series of SR routers and ESS switches listd@éble 2 on page
7.

SRc is a collective term used in this documeneferrto Alcatel-
Lucent 7750 SRc service routers. Refer to Talda fage 7 for
additional information.

Synchronous Optical Networking (SONET) and Syncbren
Digital Hierarchy (SDH) are standardized multiplexiprotocols
that transfer multiple digital bit streams overiogtfiber using
lasers or light-emitting diodes (LEDS).

Synchronous Optical Networking (SONET) and Syncbren
Digital Hierarchy (SDH) are standardized multiplexiprotocols
that transfer multiple digital bit streams overiogt fiber using
lasers or light-emitting diodes (LEDs).

Terminal Access Controller Access Control SysteusPlI
(TACACSH+) is an authentication protocol that allocaveemote
access server to forward an administrator's log@msyword to an
authentication server to determine whether aceestowed to a
given system.

Time to Live (TTL) is a limit on the period of tin@ number of
iterations or transmissions in computer and commaéavork
technology that a unit of data (e.g. a packet) B&pees before it
should be discarded.

The Transmission Control Protocol (TCP) enableshagts to
establish a connection and exchange streams of dag
guarantees delivery of data and also guaranteepdbkets will be
delivered in the same order in which they were.sent

The User Datagram Protocol (UDP) is a is transiager protocol
which do not guarantee delivery of data.

A Virtual Private Network (VPN) is a way to providecure and
dedicated communications between a group of pris@teers over
public Internet.
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VPN Routing and VPN Routing and Forwarding (VRF) is a technologgdi

Forwarding computer networks that allows multiple instancea obuting table
to co-exist within the same router at the same.tiBecause the
routing instances are independent, the same olapyeng IP
addresses are used without conflicting with eablerot

1.4.1.2 Acronyms

The following acronyms are used in this ST:

ACL Access Control List

ADV Assurance Development (Common Criteria)

AGD Assurance Guidance Documents (Common Criteria)

ALC Assurance Life Cycle (Common Criteria)

ANSI American National Standards Institute

AS Autonomous System(s)

ASE Assurance Security Target Evaluation (Common Galter

ATE Assurance Tests (Common Criteria)

ATM Asynchronous Transfer Mode

AVA Assurance Vulnerability Assessment (Common Crijeria

BGP Border Gateway Protocol

CB Certification Body (Common Criteria)

CcC Common Criteria for Information Technology Securiyaluation (Common
Criteria)

CCEF Common Criteria Evaluation Facility (Common Criggri

CCS Canadian Common Criteria Evaluation and CertifmatiScheme (Common
Criteria)

CEM Common Evaluation Methodology (Common Criteria)

cf Compact Flash

CIR Committed Information Rate

CLI Command Line Interface

CMA Compact Media Adapter

CPE Customer Premise Equipment

CPM Control Processor Module

CPMQ Control Processor Module Queuing

CPU Central Processing Unit

CSEC Communications Security Establishment Canada

CSM Control and Switching Module

D/DoS Distributed Denial of Service

DES Description (Common Criteria)

DoS Denial of Service

DUSA Documented Special Use Addresses

EAL Evaluation Assurance Level (Common Criteria)

EAL 2+ Evaluation Assurance Level 2, Augmented (CommoteGai)

eBGP External Border Gateway Protocol

ESS Ethernet Service Switch

Refer to the 7450 ESS-series of switches listelthinle 2 on page 7
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Forwarding Class

Frame Relay

File Transfer Protocol

Generic Routing Encapsulation

Graphical User Interface

Identification and Authentication

Input / Output

In-band

Internal Border Gateway Protocol
Identification (or Identity)

International Electrotechnical Commission
Institute of Electrical and Electronic Engineers
Internet Engineering Task Force

Input Output Module

Internet Protocol

Internet Protocol version 4

Internet Protocol version 6

Intermediate System to Intermediate System
International Organization for Standardization
Internet Services Provider

Information Technology

Link Aggregation Group

Local Area Network

Label Distribution Protocol

Light Emitting Diode

Label Switch Path

Label Switch Router

Media Access Control

Management Access Filter

Maximum Burst Size

Media Dependent Adapter

Management Information Base
Multi-Protocol Label Switching

Multicast Source Discovery Protocol
Network Time Protocol

Operation, Administration, and Maintenance
Security Objectives (Common Criteria)
Operational Environment

Out-of-band

Organizational Security Policies (Common Criteria)
Open Shortest Path First

Printed Circuit Board

Plesiochronous Digital Hierarchy

Protocol Independent Multicast

Protocol Independent Multicast

Alcatel-Lucent SROS Security Target
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QoS
RADIUS
REQ
RFC
RIP
RS-232
RSVP-TE
RTM
SAM
SAM-A
SAM-E
SAM-P
SAP
SAR
SAR

SAS

SCP
SDH
SDP
SFP
SFR
SNMP
SONET
SR

SR/ESS

SROS

SSH
ST
TACACS+
TAI

tar
TCP
TCP/IP
TOE
TOE
TSF
TSS
TTL
UDP

Alcatel-Lucent @

Quality of Service

Remote Authentication Dial-In User Service

IT Security Requirements (Common Criteria)

Request for Comments

Routing Information Protocol

Serial protocol

Resource Reservation Protocol - Traffic Engineering

Route Table Manager

Service Aware Manager

SAM Assurance (module)

SAM Element Manager (module)

SAM Provisioning (module)

Service Access Point

Security Assurance Requirement

Service Aggregation Router

See the family of 7705 SAR routers listed in Teblen page 7.
Service Access Switch

See the family of 7210 SAS switches listed in Tdbtan page 7.
Secure Copy

Synchronous Digital Hierarchy

Service Distribution Point

Security Function Policy (Common Criteria)

Security Functional Requirement

Simple Network Management Protocol

Synchronous Optical Networking

Service Router

Refer to the 7750 SR and 7750 SRc family of routstsd in Table 2 on page 7
Service Router / Ethernet Service Switch

Refer to the family of SR routers and ESS switdistad in Table 2 on page 7
Service Router Operating System

Refer to the definition ofAlcatel-Lucent 7-Series Service Router Operating
System (SROS) Software Farhdy page 8 for more information.

Secure Shell (protocol)

Security Target (Common Criteria)

Terminal Access Controller Access Control SysteusPlI
International Atomic Time

File format used for archiving data (derived frotage archive”)
Transmission Control Protocol

Transport Control Protocol over Internet Protocol
Target of Evaluation

Target of Evaluation (Common Ciriteria)

TOE Security Functionality (Common Criteria)

TOE Summary Specification (Common Criteria)

Time to Live

User Datagram Protocol
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uTC Coordinated Universal Time
VPN Virtual Private Network

VPRN Virtual Private Routed Network
VRF VPN Routing and Forwarding
W3C World Wide Web Consortium
XML Extensible Mark-up Language

1.5 TOE OVERVIEW

1.5.1 TOE Type

The TOE is a Service Router (SR) / Ethernet Ser8wagich (ESS) / Service Aggregation Router / Servic
Access Switch (SAS).

Alcatel-Lucent 7750 Service Routers (SR) are degidoyn a multi-service edge routing environment, lgvhi
the 7450 Ethernet Service Switches (ESSs) are yieghlio a Metro Ethernet/MPLS aggregation environimen

7705 Service Aggregation Routers (SARs) and 721@i&e Access Switches are typically deployed in
mobile backhaul networks, fixed backhaul networksd strategic industries’ networks (including power
infrastructure companies, train operations, emargsarvices, government, etc.).

1.5.2 Usage

The Alcatel-Lucent 7-Series Service Router OpegaBgstem (SROS) Software Family (SROS) is designed
to provide the functionality for infrastructure statelecom equipment including the Alcatel-Lucedb(0
Service Routers (SRs), 7450 Ethernet Service Sest¢gSSs), 7705 Service Aggregation Routers (SARS),
and 7210 Service Access Switches (SASs). IntePmetocol (IP) and Multi-Protocol Label Switching
(MPLS) networks based on the Alcatel-Lucent 7750/ SRc family and networks based on the 7450 ESS
are deployed in both the service provider and priter environment to provide Layer 2 and Layeri3ise.

The 7750 SR/SRc, 7450 ESS, 7705 SAR, and 7210 8xiSas offer security features to address the &gcur
requirements in both network infrastructure andviserlayer. Service delivery access methods irelud
Asynchronous Transfer Mode (ATM), Synchronous RigiHierarchy (SDH), Plesiochronous Digital
Hierarchy (PDH), Ethernet, Synchronous Optical Neking (SONET), Optical Transport Hierarchy (OTH),
and serial and analog interfaces. Forwarding Telogy employed in the product includes Layer 2/iaye
encapsulation and Internet Protocol (IP), MPLS/ Mektcess Control (MAC) forwarding lookup.

The 7750 SR/SRc offers service providers and ensexp differentiated services, from Internet acdess
multipoint Virtual Private Network (VPN)over a single network infrastructure. The 745®ERables the
delivery of metro Ethernet services and high-dgnsérvice-aware Ethernet aggregation over IP/ MPLS-
based networks. The 7705 SAR and 7210 SAS noaesdprservice providers with the means to aggregate
service delivery in fixed and mobile backhaul netvgo

1.5.3 Security Features

The major security features of the Alcatel-LucenBefies Service Router Operating System (SROS)
Software Family are audit, Identification & Authamattion (I&A), security management, access to the
product, and information flow control (i.e., netwopackets sent through the TOE are subject to route
information flow control rules setup by the admirasor). The SROS also provides protection agatimst
Denial of Service (DoS) attacks.

1 VPN is a capability of the SR OS; however, itléfined outside the TOE and was not evaluated.
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1.5.4 TOE Operational Environment

1.5.4.1 General

The SR/ESS, SAR and SAS all have the ability to imonroute, and manipulate network traffic to faate

its delivery to the proper destination on a networlbetween networks. The SR/ESS is typically gudbat
the edge of a given network or network segmentthéncase of residential aggregation, there aradiyand
service access nodes and aggregator devices betine&R/ESS and the actual customer. There isalypi

a residential gateway in between the SR/ESS anddh&l customer, which is a managed device fran th
service provider. For business services therdtli®reanother level of aggregation switches andt@uer
Premise Equipment (CPE) between the SR/ESS, SABASrand the customer network.

The SR can also be deployed in core network amthites, where the interconnection between different
operator core networks is maintained. The intanegtion between the different core routers relirsao
different setup of operational protocols and aspecdmpared to an SR deployment in an aggregation o
residential network.

The SAR and SAS are primarily used in mobile baokimetworks as well as fixed backhaul and strategic
industries (power infrastructure companies, trgerations, emergency services, government, etaVhile

it can be used to for residential services (via3A&-18 platform), the scale of the SR/ESS is nsoiiged for
this situation.

For the SR/ESS, SAR or SAS to function, they mastehphysical access to at least two distinct nedsvor
network segments to pass data between. Theseewiees that forward data packets along networR$e
SR/ESS, SAR or SAS is connected to at least twworks, commonly two LANs or WANSs or a LAN and its
ISP’s network.

Between SR/ESSs/SARsS/SASs, network control infaonats exchanged via channels to allow dynamic
connection establishment and packet routing. Netwontrol information consists of specific requeand
instructions that include destination address,ingutontrols, and signalling information. To eresyroper
operation of the network itself, the network eletsecan also communicate Operations, Management and
Alarm (OAM) information via designated control cimahs to provide automatic monitoring of the data
bearers, and take consecutive actions in the ededeviation from a pre-defined operational steathte
condition.

1.5.4.2 Physical Installation, Deployed Configuration and hterfaces

All TOE interfaces shown in Figure 1,with the extiep of the network traffic/data interface are eltted to
the internal (trusted) network. The network tr&fiata interface is attached to internal and eateratworks.
The Console Access via RS-232 interface is a diogel connection.

The physical boundary is the operating system GR. OS v10.0, SAR OS v5.0, or SAS OS v4.0) located
a compact flash card. These operating system®muthe various hardware platforms listed in Tablen2
page 7.

The processing resources of the TOE will be locatedin controlled access facilities, which will gurent
unauthorized physical access. The operationalr@mvient provides the TOE with appropriate physical
security, commensurate with the value of the ITetssprotected by the TOE. Fully authorized adriaiers
with access to data have low motivation to attetogfompromise the data because of other assumpimhs
organization security policies defined herein.

The deployment configuration of the TOE in its mded environment is to be at least as restricts/¢ha
baseline evaluated configuration defined herein mntb be configured in accordance with operational
user/preparative guidance documentation. All agstiators are assumed to be “vetted” to help enther
trustworthiness, and administrator connectivitythe TOE is restricted. Non-administrative entitieay
have their packets routed by the TOE, but thdtessixtent of their authorization to the TOE's reses.
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Using the concept of separation of duties each midtrator can have a defined function in respedh®
operations aspect of the SR/ESS, SAS, or SAR. Bddfinistrator can only be provided enough acaess t
perform their duties on the network and no more.

The deployed configuration of the TOE provides edtic detection of attacks triggered by excessorgrol
plane and routing protocol traffic, and it recogrsisignatures of some common Distributed and ddo&
(D/DoS) attacks and further it will suppress thatacks using filters and Access Control Lists (ALL

The operational environment is responsible for log the TOE with the necessary trusted path/caebnn
interfaces. Remote management traffic (to/fromT@¥) will be protected using SSH or SCP (secomyk
and remote telnet will be disabled.

1.5.4.3 Operating System Services Guide - Alcatel-Lucent 8gce Model

Services are provisioned on the SR/ESS, SAR, or &Stransported across an IP and/or IP/MPLS peovid
core network in encapsulation tunnels created ugmeric router encapsulation (GRE) or MPLS label
switched paths (LSPs).

Best practices are recommended regarding:

a. CPM filter (default action deny) and using exhatsstiist of all in-band protocols authorized and
explicitly denied; and

b. Management access filters (restrict IP addressat ghould have remote access (list allowed
addresses and deny others).

The Management Ethernet port on the TOE has a etetpl independent routing instance named
“‘management” distinct from all in-band routing iastes. Any out-of-band traffic received on the
Management Ethernet port cannot be forwarded oatwfin-band ports and vice versa.

The service model uses logical service entitiesotwstruct a service. The logical service entiiesdesigned
to provide a uniform, service-centric configuratiomnagement, and billing model for service pravisig.

Service provisioning uses logical entities to psoun a service where additional properties areigargd for
bandwidth provisioning, QoS, security filteringttee appropriate entity.

Each subscriber service type is configured witleast one service access point (SAP). A SAP ifiestihe
customer interface point for a service on an Alehteent SR/ESS, SAR, or SAS series router. Thé& SA
configuration requires that slot, adapter éandMDA, and port/channel information be specifietihe slot,
MDA/adapter card, and port/channel parameters brisbnfigured prior to provisioning a service.

A service distribution point (SDP) acts as a lobway to direct traffic from one router to anottierough a
uni-directional (one-way) service tunnel. The SeMminates at the far-end device which directs ptcto
the correct service egress SAPs on that devicdisthibuted service consists of a configurationhvét least
one SAP on a local node, one SAP on a remote andiean SDP binding the service to the service funne

Delivery of services requires a number of operationcur properly and at different levels in thevieer
delivery model. In order to verify that a serviseoperational, a set of in-band, packet-based @iper,
Administration, and Maintenance (OAM) tools is usedth the ability to test each of the individuagket
operations.

2 On the 7750 SR there is an input-output modulé{i@hich is basically a slot carrier card which epgts MDAs. The 7750 SR
MDA and IOM technology is on one card that is reddrto as an 'adapter card'. Configuration-wisesdhare the same as MDAs in
the other devices; i.e., IOMs are still configumedthe device and a software layer is used to septehe IOM layer.
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1.5.5 Hardware and Software Supplied by the IT Environmen

This section identifies any non-TOE hardware, safy and firmware that is required by the TOE terafe
correctly as specified herein.

The TOE is a software (and Control Processor Mo@GIBM) or Control and Switching Module (CSM)
hardware) TOE consisting of the Alcatel-Lucent TiSeService Router Operating System (SROS) Softwar
Family (SROS) which is an integral component of Aleatel-Lucent service router product platformslan
modules identified in Table 2 on page 7.

The hardware for the models listed in Table 2 dwed from the TOE boundary with the exception of:

a. CPM hardware queues for the SR, ESS and SAS maaish are included in the TOE boundary;
and

b. CSM hardware queues for the SAR models, whichrarleided in the TOE boundary.

For the 7x50 SR/ESS and 7210 SAS-series of devamsinistrators allocate dedicated CPM hardware
queues, as applicable, for certain traffic desigthdad the CPUs and set the corresponding rate-fonithe
queues.

For the 7705 SAR, CSM queues are preset and tungdevent malicious attacks so no configuration is
required by the Administrator. CSM filters on t#05 SAR are configurable by the administrator.

For the various models there are only performancenper of I/O modules, thru-put, redundancy, cagpnci
differences and no security related differencesecuBty features, their behaviours, and the wayy the
configured are the same in the 7x50 SR/ESS, 7708, 8Ad 7210 SAS routers and switches.

There is also the 5620 Service Aware Manager (SAMich provides GUI management functions (e.g.,
provisioning) for 7x50 SR/ESS, 7705 SAR, and 722& Slevices. The 5620 SAM is defined outside the
TOE boundary. Additionally, the Console Commandelinterface (CLI) (which provides administrators

with backside services) is defined to be outside TOE boundary. The 5620 SAM includes the Element
Manager (SAM-E), Provisioning (SAM-P), and Assuraii8AM-A) modules.

In the deployed configuration of the TOE in itseintled environment, the primary means of adminigietie
TOE during normal operations will be via local/rem&@onsole/CLI access.

The operational environment requires:
a RADIUS or TACACS+ server for authentication /faarization services,
the SAM for remote administration,

local Console access,

-~ ® o o0

SNMP/Syslog servers for logging, and
g. a Network Time Protocol (NTP) server for extermaile synchronization.
Minimum hardware and operating system requirerm@ntthe external IT entities connected to the TOE a

h. RADIUS/TACACS+ server: Any combined hardware aneraping system platform that supports
RFC 2865 (Authentication & Authorization) and RF@68 (Accounting) for RADIUS. Any
combined hardware and operating system platfortnstiygports RFC 1492 for TACACS+;

i. SAM: SUN Solaris 10 or any 32-bit Windows operataygtem;

3 The 7x50 SR/ESS and 7210 SAS routers use CPMstvwhé 7705 SAR routers and 7210 SAS switches gnp&Ms. These two
modules have the same function but simply usefardiit nomenclature.
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J.  SCP/remote CLI: Any combined hardware and operaysgem platform that supports the operation
of the Secure Shell protocaol;

k. SNMP/Syslog server: Any combined hardware and derasystem platform that supports RFC
3411-RFC 3418 for Simple Network Management Prdtgecsion 3. Any combined hardware and
operating system platform that supports RFC 5424 Syslog Protocol;

I.  Local Console/CLIl: Any combined hardware and opegasystem platform that supports terminal
emulation to the ANSI X3.64 standard; and

m. NTP server: Any combined hardware and operatingesyoplatform that supports RFC 1305 for
Network Time Protocol.

1.6 TOE DESCRIPTION

1.6.1 General
The three TOE/product subsystems that directly emeaint the SROS security features for infrastrutture
service layer are:

a. Management Plane subsystem;

b. Control Plane subsystem; and

c. Data Plane subsystem.

The SROS software uses a base real-time operatgtgns (OS). The primary copy of SROS software is
located on a compact flash card installed in thellare platforms. The removable media is shippéd w
each router and contains a copy of the applicaB®Simage (i.e., SR OS v10.0, SAR OS v5.0, or S&S O
v4.0).

1.6.2 Management Plane Subsystem
In the infrastructure layer, the security featuimsmanagement plane address security needs assbardh

network management activities for the SR netwoekngints.

The Management Plane provides configuration comtnol the connection of statistics and state inftiona
for reporting. Security capabilities are implenszhin this plane. It provides other planes comfgon
information and receives statistics and state méiion from other planes.

1.6.2.1 Management Access Filter

The Management Access Filter (MAF) restricts accesgshe SR to small list of servers or support
workstations. MAFs are used to restrict traffic Ont-of-band (OOB) Ethernet ports. The MAFs are
enforced in software and control all traffic goiimgo the Control Processor Module (CPM), includialy
routing protocols. MAFs apply to packets from dirts and they are used to restrict managemerteof t
SR/ESS router by other nodes outside either spdsifib) networks or through designated ports.

MAFs allow the operator to configure the following:
a. Destination UDP/TCP port number,
b. IP protocol ID,
c. Source port, and
d

Source IP address.
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The MAF entries are explicitly created on each eautWhen the first match is found actions are etext
Entries are sequenced from most to least explicit.

1.6.2.2 Login Control Parameters

Login control parameters (for Console, Remote mamamt) include exponential-back off, idle-time,
inbound-max-sessions and login-banner. Exponebtiek off parameter enables the exponential-batkfof
the login prompt to deter dictionary attacks. {tdiee parameter configures the sessions idle timému
prevent unauthorized access through an unatterpited session.

1.6.2.3 Profiles

Administrator profiles are configured to permitdeny access to a hierarchical branch or specifiecncands.
Depending on the authorization requirements, pastvare configured locally or on a RADIUS server.
Profiles also specify which protocols are allowgdte administrator to access the system.

1.6.2.4 Authentication / Authorization
Access permission to the system are controlled:
a. remotely using either:
(1) TACACS+, or
(2) RADIUS; or
b. local to the network element.

A profile, which is based on administrator name pagsword configurations, is applied for the adstrator
authorization processes. RADIUS, and TACACS+ appserted on all TOE interfaces including the coesol
port.

This ST addresses TOE (client-side) support of RA®Iland TACACS+ where external authentication
services are available via either RADIUS, TACACS#-both.

1.6.3 Control Plane Subsystem

The Control Plane handles the dynamic protocoldherexchange of (reachability, topological, argbrece
state) information, allowing for an accurate fordiag operation. It provides other planes with ipemt
information and services information and receivasfiguration and state information from others.

The Control Plane consists of all software modulex interact with or control how traffic is forvwsed
through an individual node or the entire networkhis includes routing and services protocols ad a®l
OAM functionality.

CPM/CSM filters control all traffic destined fordhCPM/CSM, including all routing and OAM protocols.
They apply to packets from all network and accestspbut not to packets from a management Eth@aret
CPM/CSM packet filtering and queuing is performgdnetwork processor hardware using no resources on
the main CPUs.

The control plane functions are mainly locatedhia CPM/CSM of a SR/ESS, SAS or SAR. The Switch
Fabric (SF) / Control Processor Module (CPM) (@& @ontrol and Switching Module (CSM) on a SAR or
SAS) controls the switching and routing and funtsiof the TOE.

The SR/ESS, SAS, and SAR provide CPM/CSM protediainst the DoS attacks.

4 SSH secure communications is a capability of tReCS; however, the underlining crypto protocols asdociated cryptographic
functionality are defined outside the TOE and pathe TOE's operational environment and not eviglda
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Filters can be installed for ingress managemeffidrdestined either for the CPM/CSM Ethernet pariany
other logical port (LAG, port, or channel) on thevite to be subject of the filter-action.

MAC/IP CPM/CSM filters and queues control all trafgjoing into the CPM/CSM, including all routing
protocols. They apply to packets from all netward access ports, but not to packets from a maregem
Ethernet port. MAC CPM/CSM filters or IP CPM/CShMdrs are used to perform a match and apply action
using filter criteria.

Packets going to the CPM/CSM are first classifigdie Input Output Module (IOM) into forwarding skes
(FCs) before CPM/CSM hardware sees them. CPM/OBaisf are used to further classify the packetagisi
Layer 3/Layer 4 information. CPM/CSM filters arppéied before IP reassembly. All encapsulatioresyp
are supported, e.g., Ethernet, FR, PPP, etc. HeoCPM/CSM filter the default action is “DENY” withn
exhaustive list of all in-band protocols authorized explicitly denied.

The Route Table Manager (RTM) is a library withdisn dedicated memory manager. RTM modification
APIls are invoked from Routing Protocols or viaistabuting configuration. Routing and signallingpfocols
implemented are:

a. OSPFv2,

b. IS-IS,

c. BGP-4, and

d. MPLS (LDP, RSVP-TE).

1.6.4 Data Plane Subsystem

The Data Plane handles the forwarding of custoraga.d It provides other planes with statistics atate
information and receives configuration information services and forwarding information for the tmg
of data.

Using the Quality of Service (QoS) and Access Gwiist (ACL) capabilities of the SROS DoS activitgn
be mitigated. These acts can be thought of ingegither “to” the routers or “through” the routerACL’s
are used to protect against the “through” DoS aRMQueues used for the “to”.

The Data Plane subsystem applies Access contisl (lCLs) filter policies on ingress or egress to a
interface or service. The Data Plane subsysteniges two types of traffic filters:

a. ip-filters, and
b. mac-filters.

Addresses can be restricted to known MAC/IP’s; &@LAan be created and maintained to restrict adoess
the device based on MAC/IP’s.

An ACL or Filter Policy is a filter template. Fdt Policies can be applied on ingress or egressstervice
access point on an interface thus allowing theipation of customer specific access control. Rl can
be used to prevent the un-known party (identifigd match or MAC match criteria) to access thetcns
infrastructure and service layer, and provide dgcprotections of both layers.

Typically traffic associated with a customer seevir standard routing flow is completely handledthy
data plane and cannot reach the control or netwmkagement planes. In some cases certain datingnte
via the data plane may be redirected to the coptamle for exception processing such as:

a. protocol related packets,
b. OAM packets, and

c. error indicating packets.
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1.6.5 Out-of-Band Management Interfaces

Out-of-band interfaces use terminal emulation safenand connect to the RS-232 Console port on @ T
or through a remote session based on SSH or wived the management Ethernet port on the TOE.

Any out-of-band traffic received on the Managemgtiternet port cannot be forwarded out of any ineban
ports and vice versa.

1.6.6 In-Band Management Interface

In-band Management Interface involves managemesgises to one of the SROS IP interfaces using a
physical /0O (access or network) port on the device

1.6.7 Secure Copy Protocol (SCP)

The administrator copies and manages software ispagmfiguration files and log files via SCPAIl of
these functions are performed through in-bandfiates and the OOB management Ethernet port.

1.6.8 Local Console Access
Local authenticatichuses administrator names and passwords to autaenlogin attempts.
1.6.9 Physical Scope

Figure 1 (page 24) shows the TOE in its deployngenfiguration.

5 Secure Copy Protocol (SCP) is a capability of $fRe OS; however, the underlining crypto protocal associated cryptographic
functionality is defined outside the TOE and pdrth@ TOE's operational environment and is not eatgd.

5 To establish a console connection, an ASCII teainim a PC running terminal emulation softwaresed) set to parameters: baud
rate 115,200, data bhits 8, parity none, stop hiflotv control none.
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7x50 SR/ESS, 7705 SAR,

or 7210 SAS
(IT Environment)
TSF1 (1) TOE TSFI (5)
Console Access via RS-232
SR OS v10.0, SAR OS v5.0, or N\
SAS 0OS v4.0
7

TSFI(3) hwith CPM/CSM hardware queue)

TSFI (6) L/
NTP protocol

y v D

TSFI (4) =
SIS Syl Network NTP Server [—
traffic / data Local CLI

LEGEND

———T O External [nterface —

TOE Boundary:
AT ST\

TOE Component IT Environment

TOE Boundary, v0.1, 4 April 2012

Figure 1: TOE Boundary

Note to Figure 1 ~ The physical boundary is the SR@Sating system (i.e., SR OS v10.0, SAR OS v5.0, o
SAS OS v4.0) located on a compact flash card. SR@®S runs on various hardware
platforms but the hardware platforms are excludeéthshe exception of the CPM/CSM
hardware queues. Administrators allocate dedicaB#M/CSM hardware queues for
certain traffic designated to the CPUs and set teeresponding rate-limit for the
gueues. These CPM/CSM hardware queues are includéie TOE boundary. The
TOE’s operational environment requires a RADIUS ®ACACS+ server for
authentication/authorization services, the SAM lfmited remote administration, local
Console access for most administration, SNMP/Syslexyers for logging, and a
Network Time Protocol (NTP) server for externaldisynchronization. All TSFls are
evaluated.
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1.6.10 Logical Scope

The logical boundaries of the TOE are defined gy ftinctions that are carried out by the TOE atTid&
external interfaces. The TOE addresses the secal@vant features described in the following sdlisns.

1.6.10.1Audit

Event logging controls the generation, dissemimadind recording of system events for monitoringustand
troubleshooting faults within the system.

Audit also keeps track of the activity of an adrsirdtor who has accessed the network. The ty@audit
information recorded includes a history of the camas executed, the amount of time spent in théosess
the services accessed, and the data transferigimg dhe session.

1.6.10.2Identification/Authentication & Authorization (I/A& A)

Network security for the SROS is based on a mtéfp-gprocess. The first step, identification/ auttoation,
validates a administrator's name and password. 3Jémond step is authorization, which allows the
administrator to access and execute commands iausatommand levels based on profiles assigneteo t
administrator.

1.6.10.3Security Management

The Administrator configures system security antkas functions and logging features using CLI syatad
command usage to configure parameters.

1.6.10.4TOE Access

Mechanisms place controls on Administrators’ sessio Local and remote Administrator's sessions are
dropped after an Administrator-defined time peraddinactivity. Dropping the connection of a locahd
remote session (after the specified time periodyuces the risk of someone accessing the local emdte
machines where the session was established, timiagganauthorized access to the session.

1.6.10.5User data protection (Information flow control)

The SROS enforces an UNAUTHENTICATED SFP wherelgyribtwork packets sent through the TOE are
subject to router [information flow control] rulestup by the administrator.

The SROS enforces an AUTHENTICATED SFP whereby rméttion is passed via application proxy
(Console, SAM, SNMP). Users must first be grardedess by the administrator and then authentigated
order to access the router by Console, SAM, or SNMP

The SROS enforces an EXPORT SFP whereby informatients are sent from the TOE to SNMP trap and
Syslog destinations.
1.6.10.6TSF Protection (Availability)

The SROS ensures the availability of security patens exchanged from the TOE to/ from
RADIUS/TACACS+ servers (in the operational envir@mt).

The SROS also ensures the availability of secpdiyameters imported from NTP servers (in the ojmsrat
environment) to the TOE.
1.6.10.7Local/remote Console Access

Local/remote console authentication access to thder uses administrator names and passwords to
authenticate login attempts.
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1.6.11 Evaluated Configuration

The evaluated configuration for the TOE must inelulde following enabled/disabled/configured (atent
services, protocols and settings are excluded thenevaluated configuration):

a. Enable SROS (CLIENT-side) for:
(1) RADIUS or TACACS+ server authentication/ authoriaatservices,
(2) SAM for limited remote administration,

(3) local Console access for most administration,

(4) SNMP/Syslog servers for logging, and

(5) Network Time Protocol (NTP) server for externaldisynchronization.

b. Enable Routing protocols from this set:

(1)
(2)
3)
(4)

OSPFv2,

IS-IS,

BGP-4, and

MPLS (LDP, RSVP-TE).

Ensure Telnet remains disabled.
d. Use SNMPv3 only.

e. Configure MAF filters on the SR/ESS, SAR, and SA#ides to restrict access to management ports
on the device.

f. Configure CPM filters on SR/ESS, SAR, and SAS dewvifor DoS attack protection against router
appliance and network.

g. Configure CPM Queues on SR/ESS for bandwidth wiliris as a protection again DoS attacks
targeting the network.

Application Note:

Application Note:

7705 SAR CSM Queues and 7210 GRM filters are not configurable. These
mechanisms are fixed in terms of usage (i.e., gqaele handles a specific type of traffic)
and configuration (i.e., each queue is configured $pecific rates and buffering
capacities). To avoid DoS-like attacks overwhetntime Control Plane, while ensuring
that critical control traffic (such as signallingd always serviced in a timely manner, the
7705 SAR has three queues (High, Low, and Ftphdmdling packets addressed to the
CSM:

High: handles all messaging which is important keeping the network stable from a
control plan point of view. The messages in thieug are related to network
management, signalling, routing, etc.

Low: handles messages that can be treated withvar importance when doing so has
no detrimental impact on the overall stability betnetwork. Examples include ICMP
ECHO REQ (pings), etc.

Ftp: handles messages related to bulk file trarssf These types of messages require
appropriate buffering with little or no CSM inter&ce. Examples include the ftp
download of a new software image, etc.

Packets that are destined to T8&0 SAS CPU are prioritized based on the applicati
These include Layer 2 data packets (a copy of wisigent to CPU for MAC learning),
EFM, CFM, STP, LACP, ICMP, etc. The CPU providightequeues from BE (0) to NC
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(7). Packets destined to the CPU are classifigdrimally and are put into the correct
gueue. These packets are rate-limited to prever® Bttacks. The software programs
the classification entries to identify these paslatid assigns appropriate bandwidth and
priority to them. As noted above, 7210 SAS CP#téilare not configurable by the user.

h. Configure Anti-spoofing on SR/ESS or the SAS.

Application Note: Anti-spoofing filters are not qageted on 7705 SAR (SAR OS v5.0) as the typical
application for this feature is IP broadband aggagign.

i. Configure QoS to mitigate DoS and worm type of lvédar.

j.  Configure Border Gateway Protocol (BGP) and Labgdtribution Protocol (LDP) Time to Live
(TTL) Security on SR/ESS.

Application Note: BGP is not included in the scdpeSAR or SAS for this Evaluation. These dewess
support BGP as part of a VPRN (label distributian)d as an exterior protocol for
VPRN (eBGP). But the 7705 SAR and the 7210 SA®tprovide typical boarder
gateway functions such as RR, iBGP, eBGP for tiathl ISP type boundaries.

k. Enforce/enable/configure a strong password policy.

I. Disable sending events to a console destinatiome ¢bnsole device is not be used as an event log
destination. A log created with the console typstithation displays events to the physical console
device. Events are displayed to the console scvdeether an administrator is logged into the
console or not.

1.7 TOE GUIDANCE DOCUMENTATION
The guidance documentation that accompanies thei§ @dgEed in the following subsections.

1.7.1 7x50 SR/ESS (SR OS v10.0) Guidance Documentation

[93-0070-09-01] 7750 SR OS Basic System Configuration Gusddétware Version: 7750 SR OS
10.0 R1, Alcatel-Lucent Document Part Number: 93@09-01, February 2012

[93-0071-09-01] 7750 SR OS System Management Gi8dé&ware Version: 7750 SR OS 10.0 R1,
Alcatel-Lucent Document Part Number: 93-0071-09fdbruary 2012

[93-0072-09-01] 7750 SR OS Interface Configuration Gyi@eftware Version: 7750 SR OS 10.0
R1, Alcatel-Lucent Document Part Number: 93-00720Q9February 2012

[93-0073-09-01] 7750 SR OS Router Configuration Gyi@eftware Version: 7750 SR OS 10.0
R1, Alcatel-Lucent Document Part Number: 93-00733Q9February 2012

[93-0074-09-01] 7750 SR OS Routing Protocols Gyi8eftware Version: 7750 SR OS 10.0.R1,
Alcatel-Lucent Document Part Number: 93-0074-09fdbruary 2012

[93-0075-09-01] 7750 SR OS MPLS Guidsoftware Version: 7750 SR OS 10.0.R1, Alcatel-
Lucent Document Part Number: 93-0075-09-01, Felyra@d2

[93-0076-09-01] 7750 SR OS Services GuiGoftware Version: 7750 SR OS 10.0 R1, Alcatel-
Lucent Document Part Number: 93-0076-09-01, Felyra@d 2

[93-0077-09-01] 7750 SR OS Quality of Service Gyi8eftware Version: 7750 SR OS 10.0.R1,
Alcatel-Lucent Document Part Number: 93-0077-09fdbruary 2012

[93-0098-08-01] 7750 SR OS Triple Play Guid8oftware Version: 7750 SR OS 10.0.R1, Alcatel-
Lucent Document Part Number: 93-0098-08-01, Felra@l2

[93-0099-09-01] 7450 ESS OS Triple Play Gujdgoftware Version: 7450 ESS OS 10.0.R1,

February 2012, Document Part Number: 93-0099-09-01

Doc No: 1729-001-D001 Version: 0.3 Date: 2 May 2012 Page 27 of 79



JEWA

[93-0100-09-01]
[93-0101-09-01]
[93-0102-09-01]
[93-0103-09-01]
[93-0104-09-01]
[93-0105-09-01]
[93-0106-09-01]
[93-0107-09-01]
[93-0181-06-01]
[93-0183-06-01]

[93-0262-03-01]

Alcatel-Lucent @ Alcatel-Lucent SROS Security Target

7450 ESS OS Basic System Configuration G@déyware Version: 7450 ESS OS
10.0 r1, February 2012, Document Part Number: 980d19-01

7450 ESS OS System Management G@d&ware Version: 7450 ESS OS 10.0
R1, February 2012, Document Part Number: 93-0160409

7450 ESS OS Interface Configuration Guifleftware Version: 7450 ESS OS
10.0 r1, February 2012, Document Part Number: $R2d19-01

7450 ESS OS Router Configuration GuiSieftware Version: 7450 ESS OS 10.0
R1, February 2012, Document Part Number: 93-0168409

7450 ESS OS Routing Protocols GuiBieftware Version: 7450 ESS OS 10.0.R1,
February 2012, Document Part Number: 93-0104-09-01

7450 ESS OS Quality of Service Guifeftware Version: 7450 ESS OS 10.0.R1,
February 2012, Document Part Number: 93-0105-09-01

7450 ESS OS MPLS Guijdsoftware Version: 7450 ESS OS 10.0.R1, February
2012, Document Part Number: 93-0106-09-01

7450 ESS OS Services Gyi8eftware Version: 7450 ESS OS 10.0 r1, February
2012, Document Part Number: 93-0107-09-01

7750 SR OS OAM and Diagnostics Guifieftware Version: 7750 SR OS 10.0
rl1, Alcatel-Lucent Document Part Number: 93-0181006 February 2012

7450 ESS OS OAM and Diagnostics Gulsleftware Version: 7450 ESS OS 10.0
rl, February 2012, Document Part Number: 93-01881D6

OS Multi-Service Integrated Services Adapter Gusisftware Version: 7750 SR
0S 10.0 r1, Alcatel-Lucent Document Part Number0282-03-01, February
2012

[93-0397-01 V10.0.R2] SR OS 10.0.R2 Software Release Ndtlestel-Lucent Document Part Number:

93-0397-02 V10.0.R2, April 4, 2012

1.7.2 7705 SAR (SAR OS v5.0) Guidance Documentation

[3HE 06147 AAAB]
[3HE 06148 AAAB]
[3HE 06817 AAAB]
[3HE 06818 AAAB]

[3HE 06819 AAAB]

[3HE 06820 AAAB]
[3HE 06821 AAAB]
[3HE 06822 AAAB]

[3HE 06823 AAAA]

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 SAR-M Chassis
Installation Guide Document ID: 3HE 06147 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 GPON Module
Installation Guide Document ID: 3HE 06148 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢&®e 5.0 SAR-F Chassis
Installation Guide Document ID: 3HE 06817 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢&s®e 5.0 SAR-8 Chassis
Installation Guide Document ID: 3HE 06818 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢&se 5.0 8-Port Ethernet
Adapter Card Installation Guidédocument ID: 3HE 06819 AAAB TQZZA Edition
01

Alcatel-Lucent 7705 Service Aggregation Routerlédse 5.0 T1/E1 ASAP Adapter
Card Installation GuideDocument ID: 3HE 06820 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 Serial Data Interface
Card Installation GuideDocument ID: 3HE 06821 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Agdgregation Routerlédse 5.0 DS3/E3 Adapter Card
Installation Guide Document ID: 3HE 06822 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 Power Injector Card
Installation Guide Document ID: 3HE 06823 AAAA TQZZA Edition 01

Doc No: 1729-001-D001

Version: 0.3 Date: 2 May 2012 Page 28 of 79



JEWA

Enabling a More Secure Future

[3HE 06824 AAAA]

[3HE 06825 AAAB]
[3HE 06827 AAAB]
[3HE 06828 AAAB]
[3HE 06829 AAAB]
[3HE 06830 AAAB]
[3HE 06831 AAAB]
[3HE 06832 AAAB]
[3HE 06833 AAAB]
[3HE 06834 AAAB]
[3HE 06835 AAAB]

[3HE 06836 AAAA]
[3HE 06837 AAAA]
[3HE 06838 AAAB]

[3HE 06839 AAAB]
[3HE 06840 AAAB]
[3HE 06841 AAAA]
[3HE 06842 AAAB]

[3HE 06942 0003]
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Alcatel-Lucent 7705 Service Agdgregation Routerl¢dse 5.0 8-Port Voice &
Teleprotection Card Installation Guigd®ocument ID: 3HE 06824 AAAA TQZZA
Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢&se 5.0 DSL Module
Installation Guide Document ID: 3HE 06825 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router B8l¢ase 5.0 System
Management Guidédocument ID: 3HE 06827 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 Router
Configuration GuideDocument ID: 3HE 06828 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 Services Guide
Document ID: 3HE 06829 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 Routing Protocols
Guide Document ID: 3HE 06830 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 Basic System
Configuration GuideDocument ID: 3HE 06831 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 SAR-18 Chassis
Installation Guide Document ID: 3HE 06832 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 OC3/STM1 Adapter
Card Installation GuideDocument ID: 3HE 06833 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢&se 5.0 6-Port E&M Adapter
Card Installation GuideDocument ID: 3HE 06834 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerle&se 5.0 Auxiliary Alarm Card
Installation Guide Document ID: 3HE 06835 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢&e 5.0 Packet Microwave
Adapter Card Installation Guiddocument ID: 3HE 06836 AAAA TQZZA Edition
01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 10-Port 1GigE / 1-
Port 10GigE X-Adapter Card Installation Guid@ocument ID: 3HE 06837 AAAA
TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Routerl¢dse 5.0 CDWD OADM
Adapter Card/Module Installation Guig®ocument ID: 3HE 06838 AAAB TQZZA
Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 Interface
Configuration GuideDocument ID: 3HE 06839 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router B8l¢ase 5.0 MPLS Guide
Document ID: 3HE 06840 AAAB TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 Quality of Service
Guide Document ID: 3HE 06841 AAAA TQZZA Edition 01

Alcatel-Lucent 7705 Service Aggregation Router @8l¢ase 5.0 OAM and
Diagnostics GuideDocument ID: 3HE 06842 AAAB TQZZA Edition 01

7705 SAR OS 5.0.R3 Software Release Nddaeument ID: 3HE 06942 0003
TQZZA_01, Released Version 3.0

1.7.3 7210 SAS (SAS OS v4.0) Guidance Documentation

[93-0371-01-05]

Alcatel-Lucent 7210 SAS D, E OS Basic System @oafign Guide Software
Versions: 7210 SAS OS 4.0 Rev. 05, March 2012, bmou Part Number: 93-
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[93-0372-01-05]
[93-0373-01-04]
[93-0374-01-04]
[93-0375-01-03]
[93-0376-01-02]

[93-0377-01-04]

[93-0378-01-05]
[93-0379-01-05]
[93-0380-01-04]
[93-0381-01-05]
[93-0382-01-03]
[93-0383-01-04]

[93-0385-01-03]
[93-0388-01-05]
[93-0389-01-05]
[93-0391-01-06]

[93-0392-01-03]
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0371-01-05

Alcatel-Lucent 7210 SAS D, E OS Interface ConfitjiomaGuide Software
Version: 7210 SAS OS 4.0 Rev .05, March 2012, DantriPart Number: 93-
0372-01-05

Alcatel-Lucent 7210 SAS D, E OS OAM and Diagno§igsle Software
Version: 7210 SAS OS 4.0 Rev. 04, January 2012ubeat Part Number: 93-
0373-01-04

Alcatel-Lucent 7210 SAS D, E OS Quality of Ser@igile Software Version:
7210 SAS OS 4.0 Rev. 04, January 2012, DocumeniN\Ranber: 93-0374-01-
04

Alcatel-Lucent 7210 SAS D, E OS Router ConfigunaBaide Software
Version: 7210 SAS OS 4.0 Rev. 03, December 201tubent Part Number:
93-0375-01-03

Alcatel-Lucent 7210 SAS D, E OS Routing Protocolisl& Software Version:
7210 SAS OS 4.0 Rev. 02, October 2011, DocumentNRamber: 93-0376-01-
02

Alcatel-Lucent 7210 SAS M OS Quality of Servical&$doftware Version:
7210 SAS M OS 4.0 Rev. 04, January 2012, Part Nur@i3e0377-01-04

Alcatel-Lucent 7210 SAS M, X OS Basic System @oafign Guide Software
Version: 7210 SAS M OS 4.0 Rev. 05, March 2012, uboent Part Number:
93-0378-01-05

Alcatel-Lucent 7210 SAS M, X OS Interface ConfifjomaGuide Software
Version: 7210 SAS OS 4.0 Rev. 05, March 2012, DantrPart Number: 93-
0379-01-05

Alcatel-Lucent 7210 SAS M, X OS OAM and DiagnoS§igsle Software
Version: 7210 SAS M OS 4.0 Rev. 04, January 202ument Part Number:
93-0380-01-04

Alcatel-Lucent 7210 SAS M, X OS Router Configuna@Baide Software
Version: 7210 SAS OS 4.0 Rev. 05 March 2012 DocuriRant Number: 93-
0381-01-05

Alcatel-Lucent 7210 SAS M, X OS Routing Protocoiisi& Software Version:
7210 SAS M OS 4.0 Rev. 03, December 2011, DocuaritNumber: 93-
0382-01-03

Alcatel-Lucent 7210 SAS X OS Quality of Servicel&Joftware Version:
7210 SAS X OS 4.0 Rev. 04, January 2012, DocumarttNRumber: 93-0383-
01-04

Alcatel-Lucent 7210-SAS D, E OS Services Gi8d&ware Version: 7210 SAS
0OS 4.0 Rev. 03, December 2011, Document Part NurAB€0385-01-03

Alcatel-Lucent 7210 SAS M OS Services Guddtware Version: 7210 SAS
0OS 4.0 Rev. 05, March 2012, Document Part Numis0388-01-05

Alcatel-Lucent 7210 SAS M, X OS MPLS GuRtstware Version: 7210 SAS
0OS 4.0 Rev. 05, March 2012, Document Part Numt#:0389-01-05

Alcatel-Lucent 7210 SAS X OS Services Gidé&ware Version: 7210 SAS OS
4.0 Rev. 05, March 2012, Document Part Number: 338t001-06

Alcatel-Lucent 7210 SAS D, E OS System Managemsga¢ GoftwargVersion
7210 SAS OS 4.0 Rev. 03, December 2011, DocumehiNeaber: 93-0392-
01-03
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2 CONFORMANCE CLAIMS

2.1 COMMON CRITERIA CONFORMANCE CLAIM
This ST has been prepared in accordance with thren@m Criteria for Information Technology Security
Evaluation (CC), Version 3.1, Revision 2, Septen#ii7:
b. Part 1: Introduction and General Model, CCMB-20@6601;
c. Part 2: Security Functional Components, CCMB-200-602;
d. Part 3: Security Assurance Components, CCMB-2000&® and
e. Evaluation Methodology, CCMB-2007-09-004.
The Target of Evaluation (TOE) for this ST is camfiant with:

f. the functional requirements specified in CC Partingluding an extended security requirement
(EXT_FPT_ITA — Availability of Imported TSF Dataand

g. CC Part 3 assurance requirements for EAL 2, augederwith ALC_FLR.1 (Basic Flaw
Remediation).

2.2 PROTECTION PROFILE CONFORMANCE CLAIM
The TOE described by this ST does not claim condmree with any Protection Profile (PP).
2.3 EVALUATION ASSURANCE LEVEL (EAL)

EAL2+, augmented with ALC_FLR.1 (Basic Flaw Rem¢idia).
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3 SECURITY PROBLEM DEFINITION

The security problem definition shows the thre@iyanizational security policies (OSPs) and assumomgt
that must be countered, enforced and upheld by @t and its operational environment.

3.1 THREATS

A threat consists of a threat agent, an asset anddverse action of that threat agent on that asset

The threats listed in Table 3 are addressed by @ie. The threat agents consist of unauthorizedqmesror
external IT entities that are not authorized to e TOE as well as authorized administrators ef TOE
who make errors in configuring the TOE.

The threat agents are divided into two categories:

a. Attackers who are not TOE administrater3hey have public knowledge of how the TOE opesat
and are assumed to possess a low skill level, diomitesources to alter TOE configuration
settings/parameters and no physical access toQie T

b. TOE administrators They have extensive knowledge of how the TOEatps and are assumed to
possess a high skill level, moderate resourcedtéo AOE configuration settings/parameters and
physical access to the TOE. (TOE administratoes lmowever, assumed not to be wilfully hostile to
the TOE.)

The assumed level of expertise of the attackerfiothe threats is unsophisticated. Both thre@&négy are
assumed to have a low level of motivation. Thea$BEets requiring protection are the user data sawent
transitioning through the TOE and the hosts orptiséected network.

Considering the possible attack scenarios for thplayed configuration of the TOE in its intended
environment, the level of attack potential assurfitedhe attacker is BASICwhich is in keeping with the
desired EAL 2+ assurance level of this TOE, conside factors of attackers’ expertise, resources,
opportunity and motivation.

Fully authorized administrators with access to detee low motivation to attempt to compromise tlagad
because of other assumptions and organizationigepalicies defined herein.

Table 3: Threats

Identifier Description
T.AUDIT Actions performed by administrators (modificatiohT®E and network
infrastructure and service layer system securityfigaration/parameterq)
may not be known to the administrators due to astiaot being recorded
(and time stamped) or the audit records not beawiewed prior to thg
machine shutting down, or an unauthorized admatistr modifies o
destroys audit data.

T.TSF_DATA A malicious administrator may gain unauthorisedeasdo inappropriatelly
view, tamper, modify, or delete TOE Security Fuomeélity (TSF) data.

4

T.MEDIATE An unauthorized entity may send impermissible imfation through thg
TOE which results in the exploitation (e.g., destien, modification, of
removal of information and/or other resources), /andxhaustion o
resources on the network (e.g. bandwidth consumptio packet

" Attack Potential is a function of expertise, resms and motivation. Refer to Sections B.3 andd.the 'Common Methodology
for Information Technology Security Evaluation -alation Methodology Document ID: CCMB-2007-09-004 for a detailed
discussion of Attack Potential and how it is esteda
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Table 3: Threats

Identifier Description

manipulation).

T.UNATTENDED_SESSION | A user may gain unauthorized access to an unatieseigsion and vieyv
and change the TOE security configuration.

T.UNAUTH_MGT_ACCESS | An unauthorized user gains management access {bQkeand views o
changes the TOE security configuration.

3.2 ORGANIZATIONAL SECURITY POLICIES

Organizational security policies may be definedtlyy end-user of the TOE. The TOE developer previde
procedural security recommendations to the purchasée TOE.

Table 4 defines the Organizational Security Pdic{®©SPs) that are to be enforced by the TOE, its
operational environment, or a combination of the.tw

Table 4: Organizational Security Policies
Identifier Description

P.CONSOLE In the deployed configuration of the TOE in itseimtded environment, the
primary means of administering the TOE during ndrageerations will be via
local/remote Console/CLI access.

P.DEPLOYED_CONFIG | The deployed configuration of the TOE in its inteddenvironment shall be ht
least as restrictive as the baseline evaluatedgroation defined herein ar|d
will be configured in accordance with guidance duoentation.

P.USERS The TOE is administered by one or more Administatawho have bee
granted rights to administer the TOE. All admirasirs are "vetted" to help
ensure their trustworthiness, and administratorneotivity to the TOE id
restricted. Non-administrative entities may hakeirt packets routed by the
TOE, but that is the extent of their authorizatiothe TOE's resources.

-

3.3 OPERATIONAL ENVIRONMENT ASSUMPTIONS

This section of the security problem definition veeahe assumptions that are made on the operational
environment in order to be able to provide the rdlail security functionality. If the TOE is placedain
operational environment that does not meet thesamptions, the TOE may not be able to provide faliso
security functionality anymore. Assumptions arelenan physical, personnel and operational enviramme

3.3.1 Personnel Assumptions

Table 5 identifies the assumptions made regardiagéersonnel who will manage and operate the TAOE in
intended operating environment.

Table 5: TOE Operational Environment — Personnel Asumptions

Identifier Description
A. ADMINISTRATOR It is assumed that authorized administrators atecareless, wilfully negligeny,
or hostile and will follow and abide by the insttioas provided by the TO
documentation, including the administrator guidarasel will periodically chec
the audit record; however, they are capable ofrertbis further assumed thpt
personnel will be trained in the appropriate usthefT OE to ensure security.
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3.3.2 Physical Environment Assumptions

Table 6 identifies the assumptions made regardiiagphysical environment in which the TOE will ogera

Table 6: TOE Operational Environment — Physical Enwonment Assumptions

Identifier Description
A.PHYSICAL It is assumed that the operational environmentigesvthe TOE with appropriafe
physical security, commensurate with the valuehaf kT assets protected by the
TOE.
A.LOCATION It is assumed that the processing resources ofTtDE will be located within

controlled access facilities which will prevent utteorized physical access.

A.CONNECTIVITY | It is assumed that TOE external interfaces, exdeptthe network traffic/datg
interface, are attached to the internal (trustegfwark. This includes: (1) the
RADIUS, TACACS+ server interface; (2) the SAM, S@CRerface; (3) the SNMHR
Syslog interface; and (4) the NTP interface. Thetwark traffic/data interface i
attached to internal and external networks. Ceangaicess is via RS-232, a dirgct
local connection in the same physical locatiorhasTtOE.

3.3.3 Operational Assumptions

The specific conditions identified in Table 7 aresamed to exist for how the TOE is operated in its
environment.

Table 7: TOE Operational Environment — Network Conrectivity Assumptions

Identifier Description

A.GENPURPOSE It is assumed that there are no general purpos@uiomng capabilitieq
(e.g., the ability to execute arbitrary code orlapgions) and storag
repository capabilities on the TOE.

D

A.EXT_AUTHORIZATION It is assumed that external authentication serwaéise available tg
the TOE via either RADIUS, TACACS+, or both, basmu defined
Internet Engineering Task Force (IETF) standards.

A.INTEROPERABILITY It is assumed that the TOE functions with the exdenT entities
shown in Figure 1 on page 24 and with other veridorgers on the
network and meets Request for Comments (RFC) rexpeints for
implemented protocols.

A.TIMESTAMP It is assumed that the Operational Environment ipes/the TOE witl]
the necessary reliable time stamp. External Nétwiome Protocol
(NTP) services will also be available to provideteswal time
synchronization.
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Table 7: TOE Operational Environment — Network Conrectivity Assumptions

Identifier Description
A.TRUSTED PATH/CHANNEL ° | It is assumed that the Operational Environment:

a. provides the TOE with the necessary trusted patmfohl
interfaces. Remote management traffic (to/fromTkeE) will be
protected using SSH or SCP (secure copy) and retabtet will
be disabled.

b. will protect remote administrative sessions fronvesaropping
The Operational environment will provide a mean&nsure thaf
administrators are not communicating with some rotastity
pretending to be the TOE when supplying identifaatand
authentication data.

c. will protect communications with remote externaldiftities. The
operational environment will ensure that the comication
channel is logically distinct from other communioatchannels.

d. will assure identification of its end points andfarction of the
channel data from modification or disclosure.

e. will permit itself to initiate communication via¢htrusted channel

8 SSH/SCP communications is a capability providedheySR OS; however, the underlining crypto proese defined outside the
TOE and are part of the TOE’s operation environnagmt are not evaluated. TSFI(2) (see Figure éyaduated.
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4 SECURITY OBJECTIVES
Security objectives are a concise and abstracestant of the intended solution to the problem ddfioy the
security problem definition.

This section describes the security objectivestf@e TOE and the TOE’'s operating environment. The
security objectives are divided between TOE SegWlbjectives (i.e., security objectives addressegctly

by the TOE) and Security Objectives for the Opagainvironment (i.e., security objectives addressethe

IT domain or by non-technical or procedural mearidappings of security objectives to assumptiohsedts
and organizational security policies, along witparting rationale, are found in Section 4.3.

4.1 SECURITY OBJECTIVES FOR THE TOE

Table 8 defines the IT security objectives thattarke addressed by the TOE.
Table 8: TOE Security Objectives

Identifier Description
O.AUDIT The TOE will generate audit records which will ndé the time that the evept
occurred and the identity of the administrator periing the event. The TOE will
provide the privileged administrators the capapitib review Audit data and will
restrict audit review to administrators who haverbgranted explicit read-access.

O.MANAGE The TOE will provide all the functions and faci#i§ necessary to support the
administrators in their management of the secwitythe TOE, and restrict thege
functions and facilities from unauthorized use.

O.I&A The TOE will uniquely identify and authenticate tlaaimed identity of al
administrative administrators before granting mamagnt access and to control their
actions.

O.MEDIATE The TOE must mediate the flow of all informatiorteeen hosts located on dispargite

internal and external networks governed by the TORe TOE must mediate the flgw
of information between sets of TOE network inteelaor between a network interface
and the TOE itself in accordance with its secypiicy.

O.TOE_ACCESS | The TOE will provide mechanisms that control a adstrator’s logical access to the
TOE and to explicitly deny access to specific adstiators when appropriate.

For a detailed mapping between threats and thee€lriy objectives listed in Table 8, see Sectidhl4
starting on page 38.

4.2 SECURITY OBJECTIVES FOR THE OPERATIONAL ENVIRONMENT

4.2.1 IT Security Objectives for the Operational Environment

The IT security objectives for the environnietisted in Table 9 are to be addressed by the Gipas
Environment via technical means.

9 Secure Copy Protocol (SCP) and SSH secure comatioris are capabilities of the SR OS; however, thderlining crypto

protocols and associated cryptographic functiopalie defined outside the TOE and part of the T@R&rational environment and
not evaluated. TSFI(2) (see Figure 1) is evaluaiéds ST addresses TOE (client-side) support of RMDand TACACS+ where
external authentication services are availablesitteer RADIUS, TACACS+, or both. RADIUS or TACACSauthentication servers
or NTP servers with which the SR OS communicates cansidered external IT entities that are parthef TOE's operational
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Table 9: IT Security Objectives for the Operationd Environment
Identifier Description

OE.TIME

The operational environment will supply the TOEhnat reliable time
source.

OE.EXT_AUTHORIZATION

A RADIUS server, a TACACS+ server, or both mustailable for
external authentication services.

OE.TRUSTED PATH/ CHANNEL

The Operational Environment:

a. will provide the TOE with the necessary trustedhfatannel
interfaces.

b. for the SROS will support Secure Shell Version SH$ a
protocol that provides a secure, connection to rthgter. A
connection is always initiated by the client (thdménistrator).

Authentication takes places by one of the configjre

authentication methods (local, RADIUS, or TACACS+5SH
allows for a secure connection over an insecunearét

OE.GENPURPOSE

There are no general purpose computing capabil@es, the ability
to execute arbitrary code or applications) and asfer repository
capabilities for the TOE in its operational envinant.

OE.INTEROPERABILITY

The external IT entities shown in Figure 1 on padewill be able tg
function with the TOE and with other vendors’ rasten the networl
and meet Request for Comments (RFC) requirements
implemented protocols.

OE.CONNECTIVITY

All TOE external interfaces except for the netwarlaffic/data
interface are attached to the internal (trustetvok. This includes
(1) the RADIUS, TACACS+ server interface; (2) th&Ns SCP
interface; (3) the SNMP, Slog interface; and (4) the NTP interfa
The Network traffic/data interface is attachedrtteinal and externg
networks. Console Access is via RS-232, a diallconnection it
the same physical location as the TOE.

OE.DEPLOYED_CONFIG

The deployed configuration of the TOE in its inteddenvironmen
shall be at least as restrictive as the baseliaduated configuratiof
defined herein and will be configured in accordanith a guidanced
documentation

OE.CONSOLE

In the deployed configuration of the TOE in itseindled environment,
the primary means of administering the TOE duringrnmal
operations will be via local/remote Console/CLI egx

4.2.2 Non-IT Security Objectives for the Operational Envronment

The non-IT security objectives listed in Table 18 & be satisfied without imposing technical reguients
on the TOE. Thus, they will be satisfied througiplacation of procedural or administrative measures

environment. The operational environment for tHe S requires a RADIUS or TACACS+ server and theVSfdr remote
administration and a Network Time Protocol (NTP)vee for external time synchronization.
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Table 10: Non-IT Security Objectives for the Operéional Environment
Identifier Description

OE.ADMINISTRATOR The authorized administrators are not careles§yilnegligent, or hostile anfl
will follow and abide by the instructions providégt the TOE documentation,
including the administrator guidance (e.g., proceduo review/manage audi
records); however, they are capable of error. dPer will be trained in the
appropriate use of the TOE to ensure security.

—

OE.LOCATION The processing resources of the TOE will be locat@tin controlled accesp
facilities, which will prevent unauthorized phydie&cess.

OE.PHYSICAL The operational environment provides the TOE withprapriate physicay
security, commensurate with the value of the Iesprotected by the TOE.

OE.USERS All administrators are “vetted” to help ensure théiustworthiness, anf
administrator connectivity to the TOE is restrictedon administrative entitig
may have their packets routed by the TOE, but thathe extent of theif
authorization to the TOE's resources.

(2]

4.3 SECURITY OBJECTIVES RATIONALE

4.3.1 Security Objectives Rationale Related to Threats

Table 11 provides a bi-directional mapping of Sigudbjectives to Threats. It shows that eachhefthreats
is addressed by at least one of the objectives,tl@mideach of the objectives addresses at leasbbtiee
threats. Following this table is rationale thegodisses how each threat is countered by one or Ssmarity
Objectives.

Table 11: Mapping Between Security Objectives and Areats
Security Objective

)
N
s
5 2 g
= < < <':|
a) <Z( a w
2 = s 2
@] © O o
T.AUDIT X
T.MEDIATE X
T.TSF_DATA X
T.UNATTENDED SESSION X
T.UNAUTH MGT ACCESS X
4.3.1.1 T.AUDIT Countered Rationale
T.AUDIT Actions performed by administrators (madifion of TOE and network infrastructure

and service layer system security configuratiorépaeters) may not be known to the
administrators due to actions not being recordedd(éime stamped) or the audit records
not being reviewed prior to the machine shuttingrdpor an unauthorized administrator
modifies or destroys audit data.
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The O.AUDIT objective requires that the TOE mitgdhis threat by generating audit records. O.AUDIT
requires the TOE provide the Authorized administratith the capability to view Audit data. O.AUDIT
requires that the TOE protect audit data. O.AURISo requires the TOE to restrict audit review to
administrators who have been granted explicit i@ambss.

The OE.ADMINISTRATOR objective on the environmertsists in covering this threat on the TOE by
requiring that the administrator abide by the ingions provided by the TOE documentation, inclgdine
administrator guidance to periodically check thdiarecord.

The OE.TIME objective on the environment assistsamering this threat by requiring that the OE pdev
accurate time to the TOE for use in the audit r@sor

These objectives provide complete TOE coveragheflireat.

4.3.1.2 T.MEDIATE Countered Rationale

T.MEDIATE An unauthorized entity may send impeiribiissinformation through the TOE which
results in the exploitation (e.g., destruction, ifiodtion, or removal of information
and/or other resources), and/or exhaustion of reses on the network (e.g. bandwidth
consumption or packet manipulation).

The O.MEDIATE security objective requires that T@E mitigate this threat by ensuring all informatibat
passes through the network is mediated by the TOE.

O.MEDIATE requires that the TOE mitigate this thrbg mediating the flow of information between sets
TOE network interfaces or between a network interfand the TOE itself in accordance with its séguri
policy.

This objective provides complete TOE coverage efttireat.

4.3.1.3 T.TSF_DATA Countered Rationale

T.TSF_DATA A malicious administrator may gain uhaused access to inappropriately view,
tamper, modify, or delete TOE Security FunctioggitSF) data.

The O.MANAGE objective requires that the TOE mitgahis threat by providing all the functions and
facilities necessary to support the administratortheir management of the security of the TOE, wsdrict
these functions and facilities from unauthorized.u3his objective provides complete TOE coverdgihe
threat.

The OE.ADMINISTRATOR objective on the environmergsists in covering this threat on the TOE by
requiring that the administrator abide by the ingions provided by the TOE documentation, inclgdine
administrator guidance to periodically check thdiarecord, reducing the possibility for error.

4.3.1.4 T.UNATTENDED_ SESSION Countered Rationale

T.UNATTENDED_SESSION A user may gain unauthorizedsa to an unattended session and view and
change the TOE security configuration.

The O. TOE_ACCESS objective requires that the TQO#gate this threat by including mechanisms that
place controls on administrator's sessions. Local gemote administrator’s sessions are dropped afte
Administrator-defined time period of inactivity. @pping the connection of a local and remote sedsifiar
the specified time period) reduces the risk of smmeeaccessing the local and remote machines where t
session was established, thus gaining unauthoaizeseks to the session.

This objective provides complete TOE coverage efttireat.

4.3.1.5 T.UNAUTH_MGT_ACCESS Countered Rationale
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T.UNAUTH_MGT_ACCESS An unauthorized user gains gemant access to the TOE and views or
changes the TOE security configuration.

The O.I&A objective requires that the TOE mitigétes threat by uniquely identifying and authenticgtthe
claimed identity of all administrators before giagtmanagement access and to control their action&A
requires a administrator to enter a unique idemtéind authentication before management accesariseg.
O.TRUSTED_PATH ensures that the local console acisesecure.

These objectives provide complete TOE coveragheflireat.
4.3.2 Environment Security Objectives Rationale Relatedda Assumptions and OSPs

Table 12 provides a bi-directional mapping of Asptions and OSPs to Security Objectives for the
Operational Environment. Since the Security Obyestifor the Operational Environment were derived
directly from the Assumptions and OSPs there iseato one mapping between them.

It is also clear since the Security Objectivestfa Operational Environment are simply a restatéragthe
applicable assumption or OSP, that each objedtigeitable to meet its corresponding assumptiddS#?.

Table 12: Mapping Between Security Objectives and gsumptions
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A. ADMINISTRATOR X
A.CONNECTIVITY X
A.EXT_AUTHORIZATION X
A.GENPURPOSE X
A.INTEROPERABILITY X
A.LOCATION X
A.PHYSICAL X
A.TIMESTAMP X
A.TRUSTED_PATH/CHANNEL X
P.CONSOLE X
P.DEPLOYED_CONFIG X
P.USERS X

4.3.3 Security Objectives Summary Mapping
This section provides a consolidated summary of tike previous sections demonstrating that each
organizational security policy, threat and assuampthaps to no less than one security objective.

Table 13: Security Objectives Summary Map
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TOE Security Operational Environment Security
Objectives Objectives

OE.EXT_AUTHORIZATION

OE.GENPURPOSE
OE.TRUSTED PATH/ CHANNEL

OE.INTEROPERABILITY
OE.USERS

OE.LOCATION
OE.PHYSICAL

OE.DEPLOYED_CONFIG
OE.TIME

O.AUDIT

O.MANAGE
O.MEDIATE
O.TOE_ACCESS
OE.ADMINISTRATOR
OE.CONNECTIVITY
OE.CONSOLE

Organizational Security Policies
P.CONSOLE

P.DEPLOYED_CONFIG X
P.USERS
] | N
T.AUDIT X
T.MEDIATE X
T.TSF_DATA X
T.UNATTENDED_SESSION X
T.UNAUTH_MGT_ACCESS X
Assumptions
A. ADMINISTRATOR X
A.CONNECTIVITY X
A.EXT_AUTHORIZATION X
A.GENPURPOSE X
A.INTEROPERABILITY X
A.LOCATION X
A.PHYSICAL X
A.TIMESTAMP X
A.TRUSTED_PATH/CHANNEL X
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5 EXTENDED COMPONENTS DEFINITION
This section specifies the extended SFRs for thE.TO
5.1 EXT_FPT_ITA AVAILABILITY OF IMPORTED TSF DATA

Family Behaviour

This family defines the rules for the preventionlags of availability of TSF data moving betweeroter
trusted IT product and the TSF. This data couldefample, be TSF critical data such as passwéss,
audit data, or TSF executable code. This extenegdirement was created because the CC Part 2ndbes
include a SFR for the availability of imported dateere is only a SFR for the availability of exjgat data.

Component levelling

EXT_FPT_ITA: Availability of Imported Data 1

This family consists of only one component, EXT_FPR.1 Inter-TSF availability within a defined
availability metric. This component requires thag¢ fTSF ensure, to an identified degree of prolgbihe
availability of TSF data received from another tealsIT product.

Management: FPT_ITA.1
The following actions could be considered for trenagement functions in FMT:

a. management of the list of types of TSF data thagtrha available to another trusted IT product.
Audit: FPT_ITA.1

The following actions should be auditable if FAU_IBESecurity audit data generation is included in the
PP/ST:

a. Minimal: the absence of TSF data when required DQ&.
EXT_FPT_ITA.1 Inter-TSF availability within a defin ed availability metric
Hierarchical to: No other components.
Dependencies: No dependencies.

EXT_FPT_ITA.1.1 The TSF shall ensure the availapiif [assignment: list of types of TSF data] reeei
from another trusted IT product within [assignmentefined availability metric] given
the following conditions [assignment: conditionsettsure availability].
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6 SECURITY REQUIREMENTS

Section 6 provides security functional and assweaaquirements that must be satisfied by a compli@t.
These requirements consist of functional compon&nta Part 2 of the CC and an Evaluation Assurance
Level (EAL) that contains assurance components ffam 3 of the CC.

The security requirements consist of two groupgeqtiirements:

a. the security functional requirements (SFRs): adli&tion of the security objectives for the TOE iato
standardised language; and

b. the security assurance requirements (SARS): aigédsor of how assurance is to be gained that the
TOE meets the SFRs.

6.1 SECURITY REQUIREMENTS PRESENTATION CONVENTIONS

The CC permits four types of operations to be paréal on functional requirements: selection, assegrm
refinement, and iteration. These operations, wresfopmed on requirements that derive from CC Pate?
identified in this ST in the following manner:

a. Selection: Indicated by surrounding brackets aalitized text, e.g.,delected itein To improve
readability selections ohpne] are generally not shown.

b. Assignment: Indicated by surrounding brackets agdlar text, e.g., [assigned item]. To improve
readability assignments afigng are not shown unless doing so aids in the reéitjabind
understandability of the specified requirement.

c. Refinement: Refined components are identified bygianderlining additional information, or
strikeeut for deleted text.

d. lteration: Indicated by assigning a number in ptresis to the end of the functional component
identifier as well as by modifying the functionasponent title to distinguish between iterations,
e.g., ‘FDP_IFC.1(1), Subset Information Flow Coh{Reered Policy)’ and ‘FDP_IFC.1(2) Subset
Information Flow Control (Authenticated Policy)'.

The markings are relative to the requirement statgsin the Common Criteria standard.
6.2 TOE SECURITY FUNCTIONAL REQUIREMENTS
The security functional requirements for this Shsist of the following components from Part 2 of (BC

plus an extended component (EXT_FPT_ITA.1 Inter-PS&ilability Within a Defined Availability Metric)
as summarized in Table 14.

Table 14: Summary of Security Functional Requiremets

Class Identifier Name

Security Audit (FAU) FAU GEN.1 Audit Data Generatio
FAU GEN.2 User Identity Association
FAU_SAR.1 Audit Review
FAU_ SAR.2 Restricted Audit Review

User Data Protection FDP ETC.2 Export of User Data With Security Attribsl

(FDP) FDP_IFC.1(1) Subset Information Flow Control (Urreariticated

Palicy)

FDP_IFC.1(2) Subset Information Flow Control (Authieated Policy)
FDP_IFC.1(3) Subset Information Flow Control (Exp®olicy)
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FDP_IFF.1(1) Simple Security Attributes (Unautheatéd Policy)
FDP_IFF.1(2) Simple Security Attributes (Authentath Policy)
FDP_IFF.1(3) Simple Security Attributes (Export iey)
Identification and FIA_AFL.1(1) Authentication Failure Handling (Coriep
Authentication (FIA) FIA_AFL.1(2) Authentication Failure Handling (Expemtial Back Off)
FIA_SOS.1 Verification of Secrets
FIA_ UAU.2 User Authentication Before Any Action
FIA_UAU.5 Multiple Authentication Mechanisms
FIA UID.2 User Identification Before Any Action
Security Management FMT_MOF.1 Management of Security Functions Behawviou
(FMT) FMT_ MSA.1 Management of Security Attributes
FMT MSA.3 Static Attribute Initialization
FMT_SMF.1 Specification of Management Functions
FMT SMR.1 Security Roles
Protection of the TSF FPT ITA.1 Inter TSF Availability Within a Definedvailability
(FPT) Metric
EXT_FPT_ITA.1(1)| Inter TSF Availability Within a Defined Availabilt
Metric (RADIUS/TACACS+)
EXT_FPT_ITA.1(2)| Inter TSF Availability Within a Defined Availabiljt
Metric (NTP)
TOE Access (FTA) FTA_ SSL.3 TSF-initiated Terminatio
FTA SSL.4 User Initiated Termination
FTA TSE.1 TOE Session Establishment

6.2.1 Security Audit (FAU)

6.2.1.1 FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable Time Stamps
FAU_GEN.1.1 The TSF shall be able to generate dit eecord of the following auditable events:
a) start-up and shutdown of the audit functions;
b) all auditable events for thadt specifietllevel of audit;
c) [Log activity of administrators;
d) Log critical network traffic;
e) Logging of configuration changes; and
f) Security breach logging.]

Application Note: Log critical network traffic. Apcations within the SROS for which log entrieg ar
generated are: IP, routing protocols and servias] CLI and remote access.

Logging of configuration changes. The change #égtigvent source is all events that
directly affect the configuration or operation d¢fet TOE as defined in Section 6.2.4.4
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(FMT_SMF.1 Specification of Management Functiomg) §ection 7.1.4.4 (Specification
of Management Functions).

Security breach logging. The security event seuscall events that affect attempts to
breach system security such as failed login attemgitempts to access Management
Information Base (MIB) tables to which the admimigir is not granted access or
attempts to enter a branch of the CLI to which aschas not been granted. Security
events are generated by the security application.

The TSF shall record within each augliord at least the following information:

a) Date and time of the event, type of event, andtiteomesyecess-erfaildre) (short
text description) of the event; and

b) For each audit event type, based on the auditaielet eefinitions of the functional
components included in the ST, [none].

6.2.1.2 FAU_GEN.2 User Identity Association

FAU_GEN.2.1

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit Data Generation
FIA_UID.1 Timing of Identification

For audit events resulting from actiafsidentified users, the TSF shall be able to
associate each auditable event with the identith@fuser that caused the event.

6.2.1.3 FAU_SAR.1 Audit Review

FAU_SAR.1.1

FAU_SAR.1.2

Application Note:

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit Data Generation

The TSF shall provide [authorized adstiators] with the capability to read [all audit
data] from the audit records.

The TSF shall provide the audit recarda manner suitable for the user to interpret the
information.

This SFR (FAU_SAR.1) does notyaapthe syslog and session audit files.

6.2.1.4 FAU_SAR.2 Restricted Audit Review

FAU_SAR.2.1

Application Note:

Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit Review

The TSF shall prohibit all users readess to the audit records, except those users that
have been granted explicit read-access.

This SFR (FAU_SAR.2) does notyaapthe syslog and session audit files.

6.2.2 User Data Protection (FDP)

6.2.2.1 FDP_ETC.2 Export of User Data With Security Attributes

Hierarchical to: No other components.
Dependencies:  [FDP_ACC.1 Subset Access Control, o
FDP_IFC.1(3) Subset Information Flow Control g&xrt Policy)]
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The TSF shall enforce the [EXPORT S#gn exporting user data, controlled under the
SFP(s), outside of the TOE.

The TSF shall export the user data th# user data's associated security attributes.

The TSF shall ensure that the secatttjbutes, when exported outside the TOE, are
unambiguously associated with the exported user. dat

The TSF shall enforce the followingesulvhen user data is exported from the TOE:
[none].

6.2.2.2 FDP_IFC.1(1) Subset Information Flow Control (Unauhenticated Policy)

FDP_IFC.1.1(1)

Hierarchical to: No other components.
Dependencies:  FDP_IFF.1(1) Simple Security AttelsyUnauthenticated Policy)
The TSF shall enforce the [UNAUTHHNATED SFP] on:

a) [subjects: each IT entity that sends and receiviesmation through the TOE to one
another;

b) information: network packets sent through the T@ifone subject to another; and

C) operations: route packets].

6.2.2.3 FDP_IFC.1(2) Subset Information Flow Control (Authenticated Policy)

FDP_IFC.1.1(2)

Hierarchical to: No other components.

Dependencies:  FDP_IFF.1(2) Simple security attebiAuthenticated Policy)
The TSF shall enforce the [AUTHENAIED INFORMATION FLOW SFP] on:

a) [source subject representing authenticated usercemetwork identifier;

b) destination subject: TOE interface to which infotima is destined;

c) information: network packets; and

d) operations: pass information via application pr@@pgnsole, SAM, file-copy).]

6.2.2.4 FDP_IFC.1(3) Subset Information Flow Control (Expott Policy)

FDP_IFC.1.1(3)

Hierarchical to: No other components.
Dependencies:  FDP_IFF.1(3) Simple security attebu
The TSF shall enforce the [EXPORPSHN:
a) [subjects: each IT entity that receives informatimm the TOE;

b) information: events sent from the TOE to SNMP ti®yslog and
RADIUS/TACACS+ destinations; and

c) operations: send events].

6.2.2.5 FDP_IFF.1(1) Simple Security Attributes (Unauthentcated Policy)

Hierarchical to: No other components.

Dependencies:  FDP_IFC.1(1) Subset Information Rimatrol (Unauthenticated
Policy)

FMT_MSA.3 Static Attribute Initialization

Doc No: 1729-001-D001 Version: 0.3 Date: 2 May 2012 Page 46 of 79



Enabling a More Secure Future

EWA Alcatel . Lucent @ Alcatel-Lucent SROS Security Target

FDP_IFF.1.1(1)  The TSF shall enforce the [UNAUTHHRATED SFP] based on the following types of
subject and information security attributes:

a) [security subject attributes:
i. IP network address and port of source subject;
i. IP network address and port of destination subject;
iii. transport layer protocol and their flags and atiiéls (UDP, TCP);
iv. network layer protocol (IP, ICMP);
v. Documented Special Use (DUSA) IPv4 addresses;
vi. interface on which traffic arrives and departs; and
vii. routing protocols and their configuration and dtate

FDP_IFF.1.2(1)  The TSF shall permit an informatftow between a controlled subject and controlled
information via a controlled operation if the folling rules hold:

a) [the identity of the source subject is in the detaurce subject identifiers (i.e.,
addresses);

b) the identity of the destination entity is in the skdestination entity identifiers (i.e.,
addresses);

Application Note: The set of identifiers are asat®il with the physical router interfaces.

c) the information security attributes match the htites in an information flow policy
rule (contained in the information flow policy rudet defined by the Administrator)
according to the following algorithm [First matcivhen multiple policy names are
specified, the policies shall be executed in tliepthey are specified. The first
policy that matches is applied];

d) the selected information flow policy rule speciftbat the information flow is to be
permitted].

FDP_IFF.1.3(1) The TSF shall enforce:

a) [Each IFF filter policy must consist of at leasediiter entry. Each entry shall
consist of a collection of filter match criteri&®/hen packets enter the ingress or
egress ports, packets shall be compared to tleiargpecified within the entry or
entries.

b) For packet matching criteria as few or as many mpsrameters are specified as
required, but all conditions must be met in oraerthe packet to be considered a
match and the specified action performed. The m®stops when the first complete
match is found and then executes the action defm#tk policy entry, either to drop
or forward packets that match the criteria.

c) automatic detection of attacks triggered by exeessontrol plane and routing
protocol traffic, and recognize signatures of semm@mon Distributed and other
DoS (D/DoS) attacks and further suppress thesekattasing filters and Access
Control Lists (ACLS).]

FDP_IFF.1.4(1) The TSF shall explicitly authorize mformation flow based on the following rules:
[none].

FDP_IFF.1.5(1) @ The TSF shall explicitly deny armimhation flow based on the following rules:
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a) [The TOE shall reject requests for access or sesvichere the source identity of the
information received by the TOE is not includedtia set of source identifiers for
the source subject;

Application Note: The intent of this requirementasensure that a user cannot send packets origigain
one TOE interface claiming to originate on anotREE interface.

b) The TOE shall reject requests for access or sexvitere the source identity of the
information received by the TOE specifies a broatmientity;

Application Note: A broadcast identity is one tepecifies more than one host address on a netwlorik.
understood that the TOE only knows the sub-nettmtfiguration of networks directly
connected to the TOE's interfaces and therefonlg aware of broadcast addresses on
those networks.

c) The TSF shall reject requests for access or servitere the presumed source
identity of the information received by the TOE aifies a loopback identifier.

d) The TSF shall drop requests in which the infornrrateceived by the TOE does not
correspond to an entry in the routing table.

e) The TSF shall deny information flows that do natfoom to their associated
published protocol specification (e.g., RFCs fqumarted router protocols).

f) The TSF shall deny information flows based onffiielicies (access control lists
(ACLs)) selectively blocking traffic matching crite from ingressing or egressing
the TOE. Filter policies shall control the trafitowed in or out of the TOE based
on MAC or IP match criteria. Non-matching packshall be dropped/denied.

g) When packets arrives at TOE that are not destimatty of the SROS network
management interfaces they will be either droppddravarded in accordance with
the type of service, ACL, policies configured.

h) The TSF shall block traffic going to a destinatamdress based on a prefix received
from a customer.]

6.2.2.6 FDP_IFF.1(2) Simple Security Attributes (Authenticaed Policy)
Hierarchical to: No other components.

Dependencies:  FDP_IFC.1(2) Subset Information Rhmmtrol (Authenticated
Policy)

FMT_MSA.3 Static Attribute Initialization

FDP_IFF.1.1(2) The TSF shall enforce the [AUTHENAKED INFORMATION FLOW SFP] based on
the following types of subject and information seyuattributes:

a) [Source subject security attributes: source padtl&nprotocol ID and address,
username/password and profile, source networkifiEamremote or console session
idle timeout, maximum number of concurrent inbovechote sessions, administrator
permission for remote or console access, local htineetory for the administrator
for remote or console access;

b) Destination subject security attributes: set otidation subject identifiers
(UDP/TCP port numbgr and

¢) Information security attributes: authenticated titgrof source subject; identity of
destination subject; transport layer protocol; dadtination subject service identifier
(TCP destination port number).]
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“Service identifier” specifiesservice that is above the network and transporéetayn
the protocol stack.

The TSF shall permit an informatftow between a source subject and a destination
subject via a controlled operation if the followindes hold:

a) [the source subject has successfully authentidatdte TOE;
b) the identity of the destination subject is in tbéaf destination identifiers;

c) the information security attributes match the htites in a information flow policy
rule (contained in the information flow policy rudet defined by the administrator)
according to the following algorithm [first matcldnd

d) the selected information flow policy rule specifteat the information flow is to be
permitted via the authenticated proxy selectechiyrtile].

The TSF shall enforce:

a) [Any packet that is destined to the TOE, has teehthe correct MAC address, and IP
address assigned by the network operator to be@béemotely operate the TOE.

b) Management access filters to control all traffi@aimd out of the TOE and to restrict
management of the TOE by other nodes outside esffemific (sub) networks or
through designated ports. Management accessfdtkrw the operator to configure
the following:

i. Destination UDP/TCP port number;
ii. IP protocol ID;
iii.  Source port; and
iv. Source IP address.]
The TSF shall explicitly authoriseiaformation flow based on the following rules: [

a) Profiles shall be used to permit access to a lukieal CLI branch or specific CLI
commands. Commands matching the entry commanchrogteria will be
permitted.

b) Profiles shall be referenced in a administratoffigomation].

The TSF shall explicitly deny arommhation flow based on the following rules: [none.]

6.2.2.7 FDP_IFF.1(3) Simple Security Attributes (Export Polcy)

FDP_IFF.1.1(3)

Hierarchical to: No other components.
Dependencies:  FDP_IFC.1(3) Subset Information Rimmtrol (Export Policy)
FMT_MSA.3 Static Attribute Initialization

The TSF shall enforce the [EXPORPHSBased on the following types of subject and
information security attributes:

a) [Source subject security attributes: source netvaektifier; and
b) Destination subject security attributes:

I. Syslog server IP address;

ii. UDP port used to send the syslog message;

iii. Syslog Facility Code;

Doc No: 1729-001-D001 Version: 0.3 Date: 2 May 2012 Page 49 of 79



- LEWVWA

Enabling a More Secure Future

FDP_IFF.1.2(3)

FDP_IFF.1.3(3)
FDP_IFF.1.4(3)

FDP_IFF.1.5(3)

Alcatel-Lucent @ Alcatel-Lucent SROS Security Target

iv.  Syslog Severity Threshold,

v. IP address of the SNMP trap receiver;

vi. UDP port used to send the SNMP trap;

vii. SNMPv3 used to format the SNMP notification;

viii. Security name and level for SNMPv3 trap receivansf
ix. RADIUS/TACAS+ audit data].

The TSF shall permit an informatftow between a source subject and a destination
subject via a controlled operation if the followindes hold:

a) [the identity of the destination subject is in #et of destination identifiers;

b) the information security attributes match the sigattributes defined by the
administrator) according to the following algorithALL the security attributes must
match]; and

c) the selected information flow policy rule speciftbat the information flow is to be
permitted].

The TSF shall enforce the [none].

The TSF shall explicitly authorize iaformation flow based on the following rules:
[none].

The TSF shall explicitly deny arommhation flow based on the following rules: [none].

6.2.3 Identification and Authentication (FIA)

6.2.3.1 FIA_AFL.1(1) Authentication Failure Handling (Console)

FIA_AFL.1.1(1)

FIA_AFL.1.2(1)

Hierarchical to: No other components.
Dependencies:  FIA_UAU.1 Timing of Authentication

The TSF shall detect when [an adsti@itor configurable positive integer (within agan
of values 1 — 64), within [an administrator configle period of time (within a range of
values 0 — 60 minutes)], unsuccessful authentioasitiempts occurs related to [any
claimed administrator ID attempting to authentidatéhe TOE].

When the defined number of unsuctidssuthentication attempts has been met, the TSF
shall [at the option of the Administrator prevertet administrators except the
administrator from performing activities that reguiauthentication until an action is
taken by the Administrator, or until an Administatiefined time period (within a range
of values 0 - 1440 minutes) has elapsed].

6.2.3.2 FIA_AFL.1(2) Authentication Failure Handling (Exponential Back Off - Console)

FIA_AFL.1.1(2)

Hierarchical to: No other components.
Dependencies:  FIA_UAU.1 Timing of Authentication

The TSF shall detect when [one (Mjthin [an administrator configurable period of
time, (within a range of values 0 — 60 minutes)jsuccessful authentication attempts
occurs related to [any claimed administrator Impting to authenticate to the SR OS
via the local/remote Console].
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FIA_AFL.1.2(2) When one (1) unsuccessful authemibca attempt has been met, the TSF shall
[exponentially increase the delay between subsddogin attempts].

Application Note: Only applicable when a persorgrio log in to a device via console.

6.2.3.3 FIA_SOS.1 Verification of Secrets
Hierarchical to: No other components.
Dependencies:  No dependencies.

FIA_SOS.1.1 The TSF shall provide a mechanism tyw#hat secrets (passwords) meet:[
a) a minimum length (characters): default 6 and withirange of 1-8.

b) the maximum length shall be up to 20 charactausliashed, and 32 characters if
hashed.

c) Complexity requirements: [numeric] [special-chaeglcfmixed-case]:
i. at least one (1) numeric character must be préséné¢ password.

ii. atleast one (1) special character must be praséim password. Special
characters include: ~!@#$%"&*()_+|{}:"<>?"-=\[];’

iii. atleastone (1) upper and one (1) lower case ctara

d) An administrator defined number of days an admiaiet password is valid before
the administrator must change their password. paiiameter shall be used to force
the administrator to change the password at thégrorad interval. The maximum
number of days the password is valid shall be defawithin a range of values of 1
—500.

e) Either the administrator must change his passwottteanext login, or the
administrator is not forced to change his passwabtte next login, as configured by
the administrator].

6.2.3.4 FIA_UAU.2 User Authentication Before Any Action
Hierarchical to: FIA_UAU.1 Timing of authenticatio
Dependencies:  FIA_UID.1 Timing of identification

FIA_UAU.2.1 The TSF shall require each user to becessfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

Application Note: No actions are allowed until thger has logged in (I1&A).

6.2.3.5 FIA_UAU.5 Multiple Authentication Mechanisms
Hierarchical to: No other components.
Dependencies:  No dependencies.

FIA_UAU.5.1 The TSF shall provide |[client RADIUS, ACACS+, and local authentication
mechanisms] to support user authentication.

FIA_UAU.5.2 The TSF shall authenticate any use@gnted identity according to the [authentication
mechanism specified by the authorised user].
6.2.3.6 FIA_UID.2 User Identification Before Any Action

Hierarchical to: FIA_UID.1 Timing of Identificatio
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Dependencies:  No dependencies.

FIA _UID.2.1 The TSF shall require each user to becessfully identified before allowing any other
TSF-mediated actions on behalf of that user.

Application Note: No actions are allowed until thger has logged in (I1&A).

6.2.4 Security Management (FMT)

6.2.4.1 FMT_MOF.1 Management of Security Functions Behaviou
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability todefermine the behaviour Jof TOE
management/administration/security functions ligietbw to [the Administrator]:

a) Configuring Management Access;

b) Configuring IP CPM Filters;

c) Configuring IPvé CPM Filters;

d) Configuring CPM Queues on the SR/ESS;

Application Note: CSM queues are not configurable the SAR. Similarly, CPM filters are not
configurable on the SAS. Refer to the applicatime on page 26 for additional
information.

e) Configuring Password Management Parameters;
f) Configuring Profiles;

g) Configuring Administrators;

h) Copying and Overwriting Administrators and Profjles
i) Configuring remote administration;

j) Configuring Login control;

k) Configuring RADIUS/TACACS+;

[) Configuring CPU Protection Policies;

m) Configuring SNMP/Syslog;

n) Configuring NTP; and

0) Configuring Event logs.

6.2.4.2 FMT_MSA.1 Management of Security Attributes
Hierarchical to: No other components.
Dependencies:  [FDP_ACC.1 Subset Access Control, or
FDP_IFC.1 Subset Information Flow Control]
FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of Management Functions
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The TSF shall enforce the [UNAUTHENTICED, AUTHENTICATED and EXPORT
SFPs] to restrict the ability toctiange_default, query, modify, deletbe security
attributes [defined in FDP_IFF.1.1(1), FDP_IFF.2)1(and FDP_IFF.1.1(3)] to the
[Administrator].

6.2.4.3 FMT_MSA.3 Static Attribute Initialization

FMT_MSA.3.1

FMT_MSA.3.2

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of Securityiliites
FMT_SMR.1 Security Roles

The TSF shall enforce the [UNAUTHENTICED, AUTHENTICATED and EXPORT
SFPs] to providergstrictivgd default values for security attributes that asedito enforce
the SFP.

The TSF shall allow the [Administratpte specify alternative initial values to override
the default values when an object or informatiooresated.

6.2.4.4 FMT_SMF.1 Specification of Management Functions

FMT_SMF.1.1

Hierarchical to: No other components.

Dependencies:  No dependencies.

The TSF shall be capable of perforntivggfollowing security management functions:
a) [start-up and shutdown;

b) create, modify, or delete configuration items;

C) create, delete, empty, and review the audit trail;

d) create, delete, modify, and view filtering rules;

e) perform configuration backups;

f) password management; and

g) security management functions listed in 6.2.4.1 FMDF.1 Management of
Security Functions Behaviour.]

6.2.4.5 FMT_SMR.1 Security Roles

FMT_SMR.1.1
FMT_SMR.1.2

Hierarchical to: No other components.
Dependencies:  FIA_UID.1 Timing of identification
The TSF shall maintain the roles [adstiators].

The TSF shall be able to associatesusith roles.

6.2.5 Protection of the TSF (FPT)

6.2.5.1 FPT_ITA.1 Inter-TSF Availability With a Defined Ava ilability Metric

FPT_ITA.1.1

Hierarchical to: No other components.
Dependencies:  No dependencies.

The TSF shall ensure the availabilifyfRADIUS/TACACS+ protocol authentication,
authorization data] provided to another trustegiddduct within [the constraints of RFCs
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2865, 1492 and 2138] given the following conditipaeternal authentication services are
available via either RADIUS, TACACS+, or both, atlte TOE has been properly
configured for RADIUS/TACACS+ protocol].

Application Note: FPT_ITA.1 defines the availapiltf security parameters exchanged from the TOE to
RADIUS/TACACS+ servers (in the Operational envirenth

6.2.5.2 EXT_FPT_ITA.1(1) Inter-TSF Availability With a Defi ned Availability Metric
(RADIUS/TACACSH)

Hierarchical to: No other components.
Dependencies:  No dependencies.

EXT_FPT_ITA.1.1(1) The TSF shall ensure the avdilgb of [RADIUS/TACACS+ protocol
authentication, authorization data] received fromother trusted IT product within
[the constraints of RFCs 2865, 1492 and 2138] gittem following conditions
[external authentication services are available either RADIUS, TACACS+, or
both, and the TOE has been properly configuredRfaDIUS/TACACS+ protocol].

Application Note: EXT_FPT_ITA(1) defines the auailily of security parameters exchanged from
RADIUS/TACACS servers (in the Operational enviramjn® the TOE.

6.2.5.3 EXT_FPT_ITA.1(2) Inter-TSF Availability With a Defi ned Availability Metric (NTP)
Hierarchical to: No other components.
Dependencies:  No dependencies.

EXT_FPT _ITA.1.1(2) The TSF shall ensure the avdlitgdof [NTP data] received from another trustéd |
product within [the constraints of RFC 1305, Netkwdiime Protocol (Version 3)
Specification, Implementation and Analysis] givée following conditions [external
NTP server services are available, the TSF hasveorleconnection to a NTP server
with a directly-connected device that provides Cotated Universal Time (UTC),
such as a GPS or atomic clock, and the TOE has freq@erly configured for NTP
protocol].

Application Note: EXT_FPT_ITA(2) defines the auaility of security parameters imported from NTP
servers (in the Operational environment) to the TOE

6.2.5.4 FPT_STM.1 Reliable Time Stamps
Hierarchical to: No other components.
Dependencies:  No dependencies.

FPT_STM.1.1 The TSF shall be able to provide rédigime stamps for its own use.

6.2.6 TOE Access (FTA)

6.2.6.1 FTA_SSL.3 TSF-initiated Termination
Hierarchical to: No other components.
Dependencies:  No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactgssion after_an [administrator defined period of
inactivity within a range of 1 to 1440 minutes].
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6.2.6.2 FTA_SSL.4 User-initiated Termination
Hierarchical to: No other components.
Dependencies:  No dependencies.

FTA SSL.4.1 The TSF shall allow user-initiated tevation of the user's own interactive session.

6.2.6.3 FTA_TSE.1 TOE Session Establishment
Hierarchical to: No other components
Dependencies:  No dependencies

FTA TSE.1.1 The TSF shall be able to deny remagsige establishment based on [maximum number
of concurrent remote sessions on the node, valudsp
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The security assurance requirements for the TOEisbof the requirements corresponding to the ERv2l

of assurance, as defined in the CC Part 3, augmhelyethe inclusion of Basic Flaw Remediation

(ALC_FLR.1).

The assurance requirements for this evaluation sammmarized in Table 15: EAL 2+ Assurance

Requirements.

Assurance Class

Identifier

Table 15: EAL 2+ Assurance Requirements

Assurance Components
Name

ADV_ARC.1 Security architecture description
Development ADV_FSP.2 Security-enforcing functional specificati
ADV_TDS.1 Basic design
Guidance Documents AGD_OPE.1 Operational user guidance
AGD PRE.1 Preparative procedures
ALC _CMC.2 Use of a CM system
Life-cycle support ALC _CMS.2 Par_ts of the TOE CM coverage
ALC DEL.1 Delivery procedures
ALC FLR.1 Flaw reporting procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
Security Target ASE_INT.1 ST intr'oduct.ion'
Evaluation ASE_OBJ.2 Sec_urlty objec_tlves _
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE TSS.1 TOE summary specification
ATE COV.1 Evidence of coverage
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability Assessment| AVA VAN.2 Vulnerabilignalysis

6.4 CC COMPONENT HIERARCHIES AND DEPENDENCIES

Table 16 identifies the Security Functional Requieats and their associated dependencies. It adiscates

whether the ST explicitly addresses each dependeridptes are provided for those cases where the

dependencies are satisfied by components whichiararchical to the specified dependency.

Table 16: Functional Requirements Dependencies

Dependencies

Dependency Satisfied?

FAU GEN.1 FPT STM.1 Yes
FAU_GEN.2 FAU_GEN.1 Yes
FIA_UID.1 Yes - Satisfied by FIA_UID.2 which is hierarchical
FIA UID.1
FAU SAR.1 FAU GEN.1 Yes
FAU SAR.2 FAU SAR.1 Yes
FDP_ETC.2 [FDP_ACC.1 or | [No,
FDP_IFC.1(3)] | Yes]
FDP_IFC.1(1) FDP_IFF.1(1) Yes
FDP_IFC.1(2) FDP_IFF.1(2) Yes
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Table 16: Functional Requirements Dependencies

Dependencies

Dependency Satisfied?

FDP_IFC.1(3) FDP_IFF.1(3) Yes
FDP_IFF.1(1) FDP_IFC.1(1) | Yes
FMT_MSA.3 Yes
FDP_IFF.1(2) FDP_IFC.1(2) | Yes
FMT_ MSA.3 Yes
FDP_IFF.1(3) FDP_IFC.1(3) | Yes
FMT_MSA.3 Yes
FIA_AFL.1(1) FIA_UAU.1 Yes - Satisfied by FIA_UAU.@nhich is hierarchical to
FIA UAU.1
FIA_AFL.1(2) FIA_UAU.1 Yes - Satisfied by FIA_UAU.@hich is hierarchical to
FIA_ UAU.1
FIA SOS.1 None N/A
FIA_UAU.2 FIA _UID.1 Yes — Satisfied by FIA_UID.2 vith is hierarchical to
FIA UID.1
FIA_ UAU.5 None N/A
FIA _UID.2 None N/A
FMT_MOF.1 FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MSA.1 [FDP_ACC.1 or | [No
FDP_IFC.1] Yes]
FMT_SMR.1 Yes
FMT_SMF.1 Yes
FMT_MSA.3 FMT_MSA.1 Yes
FMT_SMR.1 Yes
FMT_ SMF.1 None N/A
FMT_SMR.1 FIA_UID.1 Yes — Satisfied by FIA_UID.2 veh is hierarchical to
FIA_UID.1
FPT ITA.1 None N/A
EXT_FPT ITA.1(1)| None N/A
EXT_FPT ITA.1(2)| None N/A
FPT STM.1 None N/A
FTA SSL.3 None N/A
FTA SSL.4 None N/A
FTA TSE.1 None N/A
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6.5 SECURITY REQUIREMENTS RATIONALE

6.5.1 Security Functional Requirements Rationale

Table 17 provides a bi-directional mapping of S#gufunctional Requirements to TOE Security Objazsi
This table demonstrates that each of the applicattjlectives for the TOE is addressed by at leastadrthe
functional requirements and that each of the faneti requirements address at least one of thetolgec

Table 17: Mapping of SFRs to TOE Security Objective

TOE Security Objective

O.TOE_ACCESS

O.MANAGE
O.MEDIATE

Security Functional Requirement
FAU_GEN.1 Audit Data Generation
FAU_GEN.2 User Identity Association
FAU_SAR.1 Audit Review
FAU_SAR.2 Restricted Audit Review
FDP_ETC.2 Export of User Data With Security Attriési X
FDP_IFC.1(1) Subset Information Flow Control (Urariticated Policy)
FDP_IFC.1(2) Subset Information Flow Control (Autlieated Policy)
FDP_IFC.1(3) Subset Information Flow Control (Exp@olicy)
FDP_IFF.1(1) Simple Security Attributes (Unautheated Policy)
FDP_IFF.1(2) Simple Security Attributes (Authentazh Policy)
FDP_IFF.1(3) Simple Security Attributes (Export iep)
FIA_AFL.1(1) Authentication Failure Handling (Corep
FIA AFL.1(2) Authentication Failure Handling (Expamtial Back Off - Console)
FIA_SOS.1 Verification of Secrets
FIA_UAU.2 User Authentication Before Any Action
FIA_UAU.5 Multiple Authentication Mechanisms
FIA UID.2 User Identification Before Any Action
FMT_MOF.1 Management of Security Functions Behawiou
FMT_MSA.1 Management of Security Attributes
FMT_MSA.3 Static Attribute Initialization
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security Roles
FPT_ITA.1 Inter-TSF Availability With a Defined Ailability Metric X
EXT_FPT_ITA.1(1) Inter-TSF Availability With a Defed Availability Metric
(RADIUS/TACACS+)
EXT_FPT_ITA.1(2) Inter-TSF Availability With a Defed Availability Metric (NTP) | X
FPT_STM.1 Reliable Time Stamps X
FTA SSL.3 TSF-initiated Termination X
FTA SSL.4 User-initiated Termination X
FTA TSE.1 TOE Session Establishment X

4BqBdBd O.AUDIT

XX |X|X|X|X]|X

XXX XXX

XXX XX
x

The following subsections describe how each applécal OE Security Objective is addressed by the
corresponding Security Functional Requirements.

6.5.1.1 Satisfaction of O.AUDIT Rationale
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O.AUDIT The TOE will generate audit records whidill mclude the time that the event occurred
and the identity of the administrator performingetbvent. The TOE will provide the
privileged administrators the capability to reviefwudit data and will restrict audit
review to administrators who have been grantediexpead-access.

The TOE will generate audit records which will mgk the time that the event occurred and the igjeoti
the administrator performing the event. [FAU_GENFAU_ GEN.2, and FPT_STM.1].

The TOE will provide the privileged administratdise capability to review Audit data. [FAU_SAR.1land
FAU_SAR.2].

The TOE will ensure the availability of NTP datece&/ed from another trusted IT product within the
constraints of RFC 1305, Network Time Protocol @fen 3) Specification, Implementation and Analysis
given the following conditions:

a. external NTP server services are available,

b. the TSF has a network connection to a NTP servir widirectly-connected device that provides
Coordinated Universal Time (UTC), such as a GP&amic clock, and

c. the TOE has been properly configured for NTP protd&EXT_FPT_ITA.1(2)]

6.5.1.2 Satisfaction of O.I&A Rationale

O.I&A The TOE will uniquely identify and authentiedhe claimed identity of all administrative
administrators before granting management accesstarcontrol their actions.

The TOE must uniquely identify and authenticate ¢le@med identity of all administrative administreg
before granting management access. Administratgieoazed to access the TOE must be defined uging a
identification and authentication process [FIA_WRDEFIA_UAU.2]. Before anything occurs on behalftioé
administrator, the administrator’s identity is itifad to the TOE [FIA_UID.2]. Multiple consecutv
unsuccessful attempts to authenticate result ikingcof the account until the authentication adstirator re-
enables it [FIA_AFL.1(1) and (2)]. The TOE mustrease the delay between login attempts exponigntial
after each failed login attempt. The TOE must albeck passwords for aging, minimum length, login
attempts, and complexity [FIA_SOS.1].

The TOE must provide RADIUS, TACACS+, and locallairttication mechanisms to support administrator
authentication. [FIA_UAU.5] The TOE must ensure thvailability of RADIUS/TACACS+ protocol
authentication data provided to or received froratler trusted IT product within the constraintsRiCs
2865, 1492 and 2138 provided that external autbatmin services are available via either RADIUS,
TACACS+, or both, and the TOE has been properlyfigared for RADIUS/TACACS+ authentication
protocol. [FPT_ITA.1, EXT_FPT_ITA(1)]

6.5.1.3 Satisfaction of O.MANAGE Rationale

O.MANAGE The TOE will provide all the functions affakilities necessary to support the
administrators in their management of the secudfythe TOE, and restrict these
functions and facilities from unauthorized use.

The TOE is required to provide the ability to redtthe use of TOE management/administration/sgcuri

functions to authorized administrators of the TGBT_MOF.1]. The TOE will capable of performing

security management functions. The TOE is capalblgpesforming numerous management functions
including start-up, shutdown, and creating/modifydeleting configuration items [FMT_SMF.1].

The TOE must be able to recognize the administatile that exists for the TOE [FMT_SMR.1].

The TOE must restrict the ability to manage seguattributes associated with the UNAUTHENTICATED
SFP to the administrator. [FMT_MSA.1]
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The TOE must allow the privileged administratospecify alternate initial values when an objeatresated.
[FMT_MSA.3].

The TOE ensures that all administrator actions ltieguin the access to TOE security functions and
configuration data are controlled. [FMT_SMF.1, FMAOF.1]

The TOE ensures that access to TOE security fumetand configuration data is based on the assigned
administrator role. [FMT_SMR.1]

TOE ensures that the management functions areablaivia console access and other OOB & IB funetion
(i.e., syslog, SNMP). [FDP_ETC.2]

6.5.1.4 Satisfaction of O.MEDIATE Rationale

O.MEDIATE The TOE must mediate the flow of all imiation between hosts located on disparate
internal and external networks governed by the TOBe TOE must mediate the flow of
information between sets of TOE network interfamesetween a network interface and
the TOE itself in accordance with its security ppli

The TOE is required to identify the entities invadlvin the unauthenticated and authenticated infooma
flow control SFPs [FDP_IFC.1(1) and FDP_IFC.1(2)dao identify the attributes of the administrators
sending and receiving the information in the unentitated, unauthenticated and export SFPs
[FDP_IFF.1(1), FDP_IFF.1(2), and FDP_IFF.1(3),].

The policy is defined by saying under what condisidnformation is permitted to flow [FDP_IFF.1(1),
FDP_IFF.1(2), and FDP_IFF.1(3)]. Information thaipiermitted to flow will then be routed accordingthe
information in the routing table [FDP_IFF.1(1), FOPF.1(2), and FDP_IFF.1(3)].

The TOE ensures that there is a default deny pdicythe information flow control security rules
[FMT_MSA.3].

The TOE ensures that the export of user data isated. [FDP_ETC.2 and FDP_IFC.1(3)]

6.5.1.5 Satisfaction of O.TOE_ACCESS Rationale

O.TOE_ACCESS The TOE will provide mechanisms tatral a administrator’s logical access to the
TOE and to explicitly deny access to specific adstretors when appropriate.

The TOE will terminate an interactive session afteradministrator defined time interval of admirzigar
inactivity. [FTA_SSL.3]
The administrator is also able to terminate thein interactive session. [FTA_SSL.4]

The TOE will deny session establishment after amiadtrator defined number of active SAM sessions.
[FTA_TSE.1]. This requirement limits the numbelirdfound SAM sessions.

6.5.2 Security Assurance Requirements Rationale

Alcatel-Lucent has decided that the TOE will beleated at EAL2, augmented with basic flaw remediati
(ALC_FLR.1). This combination is termed EAL2+. i$lprovides a level of independently assured sgcuri
that is consistent with the postulated threat emvirtent. Specification of EAL2+ includes the vubdatity
assessment component.
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7  TOE SUMMARY SPECIFICATION

The objective for the TOE summary specificatiortoigorovide potential consumers of the TOE with a
description of how the TOE satisfies all the SFR$e TOE summary specification should provide the
general technical mechanisms that the TOE useshierpurpose. The level of detail of this desowipt
should be enough to enable potential consumersitienstand the general form and implementation ef th
TOE.

This section also provides a description of thechmns that are carried out by the TOE at the TQteraal
interfaces (TOE Security Functionality Interfac&@SFI).

This section provides a description of the secttihctions (and supporting general technical meigimag) of
the TOE that meet the TOE security requirementsneéfin Section 6 The functions and functional
requirements are cross-referenced in Table 18r(fefgage 76).

7.1 TOE SECURITY FUNCTIONS

7.1.1 Overview

The TOE security functions that were previouslyadticed are further elaborated in this sectione iajor
functions (e.g., audit) are decomposed to morelgleafine their functionality.

7.1.2 F.Audit

7.1.2.1 Audit Data Generation

The SROS records the start-up and shutdown ofutlg functions. It also generates an audit readrthe
following events:

a. Log activity of administratorsThe SROS logs the activity of the administramoa security log.

b. Log critical network traffic Applications within the SROS for which log ersiare generated are:
IP, routing protocols and services, and CLI andatenaccess.

c. Logging of configuration change$he change activity event source is all evenas tlirectly affect
the configuration or operation of the TOE as defime7.1.4.4

d. Security breach loggingThe security event source is all events thacaffittempts to breach system
security such as failed login attempts, attemptctess Management Information Base (MIB) tables
to which the administrator is not granted accesat@mmpts to enter a branch of the CLI to which
access has not been granted. Security events raeeated by the security application.

The SROS logs the activity of the administratoaisecurity log. The generating application, a uaigvent

ID within the application, and a short text destoip is recorded for each applicable event in theitaogs.
Event logs are the means of recording system gEtkrvents for later analysis. Events are messages
generated by applications or processes with theSRO

The SROS is configured to record attempts to bregstem security. Logs are configured in the feilg
contexts:

e. Log file - Log files contain log event message streamsg file IDs are used to direct events,
alarms/traps and debug information to their re$pedtargets.

f.  SNMP trap groups SNMP trap groups contain an IP address and contynmames which identify
targets to send traps following specified events.
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g. Syslog- Information is sent to a Syslog host that isatd@ of receiving selected Syslog messages
from a network element.

h. Event control- Configures a particular event or all events esded with an application to be
generated or suppressed.

i. Event filters- An event filter defines whether to forward oogdran event or trap based on match
criteria.

J.  Eventlogs An event log defines the types of events toddeséred to its associated destination.
k. Event throttling rate Defines the rate of throttling events.

Event logging controls the generation, dissemimasind recording of system events for monitoringustand
troubleshooting faults within the system. Theduwling event sources are the main categories oftg\bat
feed the log manager:

I.  Security- The security event source is all events thatcafaittempts to breach system security.

m. Change- The change activity event source is all evehttt directly affect the configuration or
operation of the node.

n. Debug— The debug event source is the debugging cordtmur that has been enabled on the
system.

0. Main - The main event source receives events fromtairoapplications within the SR/ESS, SAR,
and SAS-series.

A set of log filter rules is associated with theerilog to control which events will be logged fire tevent log
based on combinations of application, severitynel@entification (ID) range, and the subject of #vent.

An event log within the SROS associates the evanices with logging destinations:

p. Memory- All selected log events will be directed to armiemory storage area. A memory log is a
circular buffer. When the log is full, the oldesttry in the log is replaced with the new entryhaf
a memory log is created, the specific number afientt holds is specified; otherwise it will asseim
default size. An event log sends entries to a nngtag destination.

g. Session An administrator logged in to the local constéice or connected to the CLI via a remote
session also creates a log with a destination tfgeession’. Events are displayed to the session
device until the administrator logs off. When th@ministrator logs off, the 'session’ type log is
deleted. A session destination is a temporarydegtination which directs entries to the active
session for the duration of the session. Whens#ssion is terminated, for example, when the
administrator logs out, the event log is removEgent logs configured with a session destinati@n ar
not stored in the configuration file. Event logeedt log entries to the session destination.

r. SNMP traps Events defined as SNMP traps are sent to théguoad SNMP trap destinations and
are logged in Notification Log- Management InforioatBase (MIB) tables.

s. Syslog- All selected log events are sent to the Systinyess.

t. File - All selected log events will be directed to le bn one of the CPM/CSM compact flash disks.
Log files are used by event logs and are storeth@compact flash devices in the file system. @\ lo
file is identified with a single log file ID, but kg file will generally be composed of a number
individual files in the file system. Log files aceeated in specific subdirectories with standadliz
names in accordance with on the type of informasitmned in the log file.

Only a single log destination is associated wittegant log. An event log is associated with midtipvent
sources, but it only has a single log destination.

An event log has the following properties:
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u. A unique log ID The log ID is a short, numeric identifier foetkvent log. A maximum of ten logs
are configured at a time.

v. One or more log sourcesThe source stream or streams to be sent todegnations are specified.
The source must be identified before the destinaispecified. The events are from the main event
stream, events in the security event stream, aiteve the administrator activity stream.

w. One event log destinationA log only has a single destination. The dedtom is one of console,
session, Syslog, SNMP-trap-group, memory, or eofiléhe local file system.

X. Optional events filter policy A set of event filter rules defines whetherdonard or drop an event or
trap based on match criteria. The log manager egest filter policies to allow fine control over
which events are forwarded or dropped. Like oghaicies with the SROS, filter policies have a
default action. The default actions are eitherwiod, or Drop.

Log entries that are forwarded to a destinationfammatted in a way appropriate for the specifistofation
whether it be recorded to a file or sent as an SNMP, but log event entries have common elements o
properties:

y. Atime stamp in Universal Time Co-ordinated (UTC)acal time;
Zz. The generating application;

aa. A unique event ID within the application;

bb. A router name identifying the VRF-ID that generatieel event;
cc. A subject identifying the affected object; and

dd. A short text description.

7.1.2.2 User ldentity Association

For audit events resulting from actions of idestifiadministrators, the SROS is able to associath ea
auditable event with the identity of the adminigirahat caused the event.

7.1.2.3 Audit Review

The administrator reads all the information in kbg destinations (i.e., SNMP-trap-group, memoryadile
on the local file system) via CLI log detail commdan

Log Commands are in the following categories:
a. Configuration Commands,
b. Show Commands, and
c. Clear Commands.

The LOG-ID command displays an event log summati géttings and statistics or the contents of aipe
log file, SNMP log, or memory log. If the commaisdspecified with no command line options, a sunymar
of the defined system logs is displayed. The sumnmeludes log settings and statistics. If thg ID of a
memory, SNMP, or file event log is specified, thmmeand displays the contents of the log. Additional
command line options control what and how the austare displayed. Contents of logs with console,
session or syslog destinations cannot be displayédte actual events are only be viewed on the vaxpi
syslog or console device (part of the OE).

The administrator limits the number of log entriésplayed to the number specified, and displayg enénts
generated by the specified application or the $jpecand higher severity (cleared, indeterminatéiceal,
major, minor, warning). The administrator displdlge log entry numbers from a particular entry sege
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number to another sequence number. If the to-segueumber is not provided, the log content toethe of
the log is displayed.

Logs are normally shown from the newest entry ® dldest in descending sequence number order on the
screen. When using the ascending parameter, gheiliobe shown from the oldest to the newest entry

The log files are stored in system memory on cofnflash (cfl: or cf2:) in a compressed (tar) XMLrfeat
and are retrieved using file-copy. The SROS ceetate directories on the compact flash to storditas.

When a log file is created, only the compact fldekice for the log file is specified. Log fileseacreated in
specific subdirectories with standardized namesdeing on the type of information stored in the fibg.
Event log files are always created in the \logdisey on the specified compact flash device. Hut-tollect
directory is where active logs are written. Wheogais rolled over, the active file is closed ardhived in
the \act directory before a new active log fileatesl in \act-collect. Logging policies are useersure that
different level events are send to different loggilestinations.

The SROS provides authorized administrators wighcdpability to read audit data from the audit résdn a
manner suitable for the administrator to interpinetinformation by means of the CLI SHOW LOG comuhan
which displays the following information:

d. applications;

e. event-control;

f. file-id;

g. filter-id;

h. log-collector;
i. log-id;

j.  snmp-trap-group; and
k. syslog [syslog-id].
The administrator executes the following log comdsan
I.  Configuration Commands;
. Generic Commands;
Event Control;
Log File Commands;
Log Filter Commands;

Log Filter Entry;

- a2 T o 5 3

Log Filter Entry Match Commands;

%

Syslog Configuration Commands;
t. SNMP Trap Groups;
u. Logging Destination Commands;
v. Show Commands; and
w. Clear Commands.
The administrator shows log collector statistiastfe main, security, change and debug log coltscto

The administrator displays event file log infornoati A summary output of all event log files ispl&s/ed
along with detailed information on the event fibg |
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The administrator reinitializes/rolls over the sfied memory/file. Memory logs are reinitializeddcleared
of contents. File logs are manually rolled oveldxy clear command.

7.1.2.4 Restricted Audit Review

Administrator capabilities are all controlled vigetconfiguration of the administrator profile. Fhprofile
allows a administrator's permissions to allow owsallow access to any command in the system’s
management down to the granularity of an individieahmand.

The SROS prohibits all administrators read acoesld audit records, except those administrat@shhave
been granted explicit read-access. This is acdshaul by means of administrator profiles that aeduto
deny or permit access to a CLI hierarchical braswcpecific commands, including the log clear comdha

7.1.2.5 Reliable Time Stamps

The SROS synchronizes its local time with an NTPR/esein the operational environment. The SROS
includes the date and time (using either UTC oallditne as configured by the Administrator) wittgach
audit record that it generates.

7.1.3 F.I&A

7.1.3.1 Authentication Failure Handling (Console)
The following is defined by the administrator:
a. The number of unsuccessful login attempts alloveedHe specified time.

b. The period of time, in minutes, that a specifiethber of unsuccessful attempts that are made before
the administrator is locked out.

c. The lockout period in minutes where the administré not allowed to login.

When the administrator exceeds the attempted domes in the specified time, then that administraso
locked out from any further login attempts for tenfigured time period.

Parameters are modifiable from the provided defallies:

d. The SROS detects when an administrator configunabéitive integer (default: 3, within a range of
values 1 — 64), within an administrator configueapkriod of time (default 5 minutes, and within a
range of values 0 — 60), unsuccessful authenticatiiempts occurs related to any claimed
administrator ID attempting to authenticate to 8R0S via the console.

e. When the defined number of unsuccessful authemitattempts has been met, the SROS will at the
option of the Administrator prevent activities thatuire authentication until an action is takerthey
Administrator, or until an Administrator definedni& period (default: 10 minutes and within a range
of values 0 - 1440 minutes) has elapsed.

7.1.3.2 Authentication Failure Handling (Exponential Back Off - Console)

The exponential-back off parameter enables the rexqttal-back off of the login prompt. This funatids
used to deter dictionary attacks, when a malicedmministrator tries to gain access to the SROSsygua
script to try any conceivable password. SROS &mee the delay between login attempts exponentilly
mitigate attacks. It is applied to the consolérog

The SROS shall detect when [one (1)], within [amamistrator configurable period of time, (default 5
minutes, and within a range of values 0 — 60 ms)liteinsuccessful authentication attempts occuasee to
[any claimed administrator ID attempting to autleate to the SROS via the local Console].
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7.1.3.3 Verification of Secrets

The verifications of secrets applies to all autheation methods: local console, and RADIUS and TAISA.
The password needs to satisfy the following requéets:

A minimum length (characters) default 6 and withirange of 1-8,

A maximum length of up to 20 characters if unhaslaed 32 characters if hashed,;

at least one upper and one lower case character;

at least one numeric character must be preseheipassword; and

® o 0o T o

at least one special character must be presenhdanpassword. Special characters include:
~@#$%"&*()_+|{}:"<>?"-=\[];’, /.

Also, as part of administrator registration, onéhaf following flags is set, either:

f. Y - administrator must change his password at &x login; or

g. N -The administrator is not forced to change laissword at the next login.
Definitions are:

h. numeric — Specifies that at least one numeric ataramust be present in the password. This
keyword is used in conjunction with the mixed-casd special-character parameters.

i. special-character — Specifies that at least oneiapeharacter must be present in the password.
This keyword is used in conjunction with the nuroemd special-character parameters.

j. Special characters include: ~|@#$%"&*()_+|{}:"<>2V\f];, /.
k. mixed-case — Specifies that at least one upperoaediower case character must be present in the
password. This keyword is used in conjunction g numeric and special-character parameters.
7.1.3.4 User Authentication Before Any Action

The SROS is configured to use RADIUS, TACACS+, dodal/remote authentication to validate
administrators requesting access to the networke drder in which password authentication is preegs
among RADIUS, TACACS+ and local passwords is speadlfy configured.

Authentication validates an administrator name password combination when a administrator attenapts
log in. When an administrator attempts to loghrough the console, or remotely, each client (7QRIESS,
7705 SAR, and 7210 SAS) sends an access requeRADIUS, TACACSH+, or local database.

7.1.3.5 User ldentification Before Any Action

The SROS validates an administrator name and padsweonbination when a administrator attempts to log
in.

7.1.3.6 Multiple Authentication Mechanisms

The SROS implements local, RADIUS, and TACACS+ antltation to control the actions of specific
administrators by applying a profile based on adstriator name and password configurations.

7.1.4 F.Security_Management

7.1.4.1 Management of Security Functions Behaviour
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Administrator capabilities are all controlled vizetconfiguration of the administrator profile. Ftprofile
allows a administrator's permissions to allow owsallow access to any command in the system’s
management down to the granularity of an individbammand. The following security functions are
restricted to the administrators.

The administrator will perform the following:

a.

> e =~

0.

P.

Configures authentication failure handling configole integer of unsuccessful authentication
attempts within configurable range of time, andfmurable lock out period of time that occurs
related to a administrator’'s authentication.

Controls when (e.qg., time and day(s) of the week) where (e.g., from a specific network address)
administrators, and authorized IT entities accessOE.

Configures the maximum number of active sessions.

Configures IP CPM filters and queues that conttbltraffic going in to the CPM, including all
routing protocols for the 7x50 SR/ESS and 7705 S&Res routers.

Configures MAC CSM filters and queues that conaibltraffic going in to the CSM, including all
routing protocols for the 7x50 SR/ESS-series rauter

Configures authentication attempts count, timerirgieminutes], and lockout time period [minutes];
Configures authentication-order for local cons&8DIUS and TACACS+,;

Configures password complexity [numeric] [speciadu@cter] [mixed-case];

Configures password minimum-length value.

Configures: management access filters, profilesmiaidtrator access parameters, password
management parameters.

Enables RADIUS and/or TACACS+ (TOE client-side).

Configures event and logs.

. Configures access parameters for individual admnaim's - the login name for the administrator and

information that identifies the administrator.

Configures administrator profiles used to deny emngit access to CLI command tree permissions, or
specific CLI commands.

Copies a profile or administrator or overwrite arsgng profile or administrator.

Allows/disallows a administrator the privilege toange their password for console login.

The administrator will also configure the followisNMP access group information:

g.

r.

u.

V.

Group name - The access group name.
Security model - The security model required toeas the views configured in this node.

Security level - Specifies the required authenibcatand privacy levels to access the views
configured in this node.

Read view - Specifies the variable of the viewdad the MIB objects.
Write view - Specifies the variable of the viewctanfigure the contents of the agent.
Notify view - Specifies the variable of the viewdend a trap about MIB objects.

The administrator will execute the following setyCLI commands

w. Configuration Commands;
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X. General Security Commands;
y. Login, Telnet, remote management commands;
z. Management Access Filter Commands;
aa. Password Commands;
bb. Profile Management Commands;
cc. Administrator Management Commands;
dd. RADIUS Client Commands;
ee. TACACS+ Client Commands;
ff. Generic 802.1x Commands;
gg. CPM Filter Commands;
hh. CPM Queue Commands;
ii. TTL Security Commands;
jj.  CPU Protection Commands;
kk. Show Commands;
Il.  Security Commands;
mm. Login Control;
nn. Clear Commands;
00. Authentication Commands;
pp. CPM Filter Commands;
gg. CPU Protection Commands; and
rr. Debug Commands.
The administrator will perform the following loggjnasks:
ss. Modify a Log File;
tt. Delete a Log File;
uu. Modify a File ID;
vv. Delete a File ID;
Ww. Modify a Syslog ID;
xx. Delete a Syslog;
yy. Modify an SNMP Trap Group;
zz. Delete an SNMP Trap Group;
aaaModify a Log Filter;
bbb. Delete a Log Filter;
cccModify Event Control Parameters; and
ddd. Return to the Default Event Control Configuration.

7.1.4.2 Management of Security Attributes
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7.1.4.2.1 Simple Security Attributes (Unauthenticated Policy)

The administrator specifies information flow policyles (i.e., routing protocols and ingress/egtestic

filtering and peer filtering) that contain informat security attribute values, and associate witit tule an
action that permits the information flow or disal® the information flow. When a packet arrivested
source interface, the information security attrébudlues of the packet are compared to each infaméow

policy rule and when a match is found the acticec#jwd by that rule is taken.

Subject and information security attributes usexd ar

a.

-~ 0o o o0 T

g.

IP network address and port of source subject;

IP network address and port of destination subject;

transport layer protocol and their flags and atities (UDP, TCP);
network layer protocol (IP, ICMP);

Documented Special Use (DUSA) IPv4 addresses;

interface on which traffic arrives and departs; and

routing protocols and their configuration and state

7.1.4.2.2 Simple Security Attributes (Authenticated Palicy)
The Administrator using CLI syntax:

® 2 6o T 9

configures administrator name/password and profile;

configures local home directory for console andataccess;

grants a administrator permission for remote oisotmaccess;

configures the maximum number of concurrent inboremdote sessions; and

configures idle timeout for file-copy, console,remote sessions which determines when the session
is terminated by the system.

Configures Management Access Filters to controtralffic in and out of the SROS and to restrict
management of the SROS by other nodes outside spleeific (sub)networks or through designated
ports.

Subject and information security attributes used ar

g.

Source subject security attributes: source port I@hgrotocol ID and address, username/password
and profile, source network identifier, remote onsole session idle timeout, maximum number of
concurrent inbound remote sessions, administradéomigsion for remote or console access, local
home directory for the administrator for remoteonsole access;

Destination subject security attributes: set oftidaon subject identifiers (UDP/TCP port number);
and

Information security attributes: authenticated titgnof source subject; identity of destination
subject; transport layer protocol; and destinatsubject service identifier (TCP destination port
number).

Application Note: “Service identifier” specifies service that is above the network and transporetayin

the protocol stack.

7.1.4.2.3 Simple Security Attributes (Export Policy)

The event log is configured to send events to gskog destination. Syslog destinations have theviing
properties:
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Syslog server IP address.

The UDP port used to send the syslog message.

The Syslog Facility Code (0 - 23) (default 23 -db¢).

The Syslog Severity Threshold (0 - 7) - events edo®y the configured level will be sent.

o o o p

The Administrator configures a Syslog Target usbig syntax to configure a syslog file. Log eveonot
be sent to a syslog target host until a valid gydd exists. All references to the syslog ID mhbstdeleted
before the syslog ID can be removed.

The Administrator uses CLI syntax to configure guet number to receive SNMP request messages and to
send replies.

Subject and information security attributes usexd ar
a. Source subject security attributes: source netwawktifier; and
b. Destination subject security attributes:
(1) Set of destination network identifiers,
(2) Syslog server IP address,
(3) UDP port used to send the syslog message,
(4) Syslog Facility Code,
(5) Syslog Severity Threshold, and
(6) Port number used to send SNMP traffic.

7.1.4.3 Static Attribute Initialization

SROS equipped systems arrive out-of-the-box corgidjuvith no services turned on and with direct otas
access only. In addition, no IP address is condigon the router by default. This requires phaisic out-
of-band console access in order to bring a nevesysip. The SROS requires local console accesdtialy
configure an IP address and enable remote access.

Administrators are set up with an individual acdoconfigured to only allow the minimum access tof@en
the assigned support duties. The administratimsisucted in administrative guidance how to set specify
alternative initial default attribute values.

7.1.4.4 Specification of Management Functions

The Administrator performs the following securitanagement functions on the SROS:

a. start-up and shutdown;

b. create, modify, or delete configuration items;

c. modify and set the time and date;

d. create, delete, empty, and review the audit trail;

e. create, delete, modify, and view filtering rules;

f. perform configuration backups;

g. password management; and

h. security management functions listed in Sectiom4711
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Password management parameters consists of defagimy, the authentication order and authentication
methods, password length and complexity, as welth@snumber of attempts a administrator enters a
password. Also, as part of administrator regigtratthe following are set:

i. Y — The administrator has the ability to changeltgen password.
j. N — The administrator does not have the abilitghiange the login password

The SROS implements the periodic backup of the SBR@#gurations. The backups are used for recogeri
the network configurations when major network esertiappen, such as hardware failure and
misconfigurations.

For additional management functions refer to Sacfid.4.1.

7.1.4.5 Security Roles

The SROS allows all authorized administrators vitie needed authority to configure and control the
associated features.

Only authenticated administrators and administsare permitted to use or manage the router ressurc
There is one role associated with the SROS: ADMINRBTOR role. Only administrators are permitted to
use or manage the router resources.

Only authenticated administrators execute certaill €Commands.  Authorization features allow
administrators to configure administrator profilesich are used to limit what CLI commands are eiextu
by the specific authenticated administrator.

Once an administrator has been authenticated tlxsSS&configured to perform authorization.

Profiles consist of a suite of commands that thaiastrator is allowed or not allowed to execuiwhen an
administrator issues a command, the SROS lookkeatdmmand and the administrator information and
compares it with the commands in the profile. hié administrator is authorized to issue the commtrel
command is executed. If the administrator is noharized to issue the command, then the commandtis
executed.

7.1.5 F.TOE_Access

7.1.5.1 TSF-initiated Termination
The SROS allows configuring login control paramefer console and remote administration sessions.

The SROS has the ability to terminate stale commext The SROS terminates interactive sessiom afte
administrator defined period of inactivity with afdult value of 30 minutes, and within a range &b 1440
minutes.

This idle-time parameter configures the idle timefmr console, or remote sessions before the sessio
terminated by the system. This would reduce thencé for the unauthorized administrators to actess
router through an unattended opened session. fyltiean idle console, or remote session timesaftat
thirty (30) minutes of inactivity. This timer igsper session.

7.1.5.2 User-initiated Termination.

Administrators initiate termination of their ownssens. The SROS allows an administrator to temtain
their own session by issuing the command “logotitha CLI prompt.

7.1.5.3 TOE Session Establishment
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The SROS will deny session establishment afterdmirastrator defined number of active SAM sessions
thereby limiting the number of inbound SAM sessiofitie SROS denies remote session establishmesd bas
on maximum number of concurrent remote sessiorik®node, default 5, values O - 15.

7.1.6 F.User_Data_Protection

7.1.6.1 Export of Administrator Data With Security Attribut es

The SROS has Out-of-band (OOB) and In-band (IBpedxfunctions (i.e., Syslog, SNMP). Logging poési
ensure that different level events are sent teeddfit logging destinations. Minor events are $erd file
destination or Syslog server and critical evengssant to SNMP trap host for immediate action. SROS
also exports RADIUS or TACACS+ audit data whichlires the associated node, user and timestamfli for a
events executed by a given administrator.

7.1.6.2 Subset Information Flow Control (Unauthenticated Pdicy)

The TOE enforces an UNAUTHENTICATED SFP whereby tleéwork packets sent through the TOE are
subject to router information flow control rulesige by the administrator.

All subsystems are involved in determining how akea will be forwarded and or performing the packet
forwarding process. The controlling mechanismduihe the system configuration, protocol state for t
forwarding of the actual data.

7.1.6.3 Subset Information Flow Control (Authenticated Policy)

The TOE enforces an AUTHENTICATED SFP whereby infation is passed via application proxy
(Console, SAM). Administrators must first be gexhtaccess by the administrator and then authemdidat
order to access the router by Console, SAM.

The TOE will only send and accept management cdiamscfrom properly configured or authenticated
sources.
7.1.6.4 Subset Information Flow Control (Export Policy)

The TOE enforces an EXPORT SFP whereby informagients are sent from the TOE to SNMP trap and
Syslog destinations.

The TOE will only send management data to propashfigured destinations.

7.1.6.5 Simple Security Attributes (Unauthenticated Policy)

The TOE wuses traffic filters and protocol configioa and protocol state to enforce the
UNAUTHETICATED SFP.

The administrator configures the SR-series routegS-series switches, SAR-series routers, and SA8ss
switches setting the following protocols, standaethsl services from the set of:

a. OSPFv2,

b. 1IS-IS,

c. BGP-4,

d. MPLS (LDP, RSVP-TE).

The TCP/IP stack is implemented as a common prbstaok for IP, UDP and TCP communications.

That packets going to the TOE are first classifred forwarding classes (FCs).
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Filter policies, also referred to as Access Cortists (ACLS), are templates applied to servicesi@mork
ports to control network traffic into (ingress)aut of (egress) a service access port or netwartk pased on
IP, IPv6, and MAC matching criteria. Filters aphked to services to look at packets enteringeaving a
SAP or network interface. Filters can be usedeweal interfaces. The same filter can be appbadgress
traffic, egress traffic, or both. Ingress filtefffeat only inbound traffic destined for the routiogmplex, and
egress filters affect only outbound traffic sewinfrthe routing complex.

Access Control Lists provide complete control othex traffic which is allowed to enter the networkhe
SROS routes the traffic that is permitted by thierimation flow policies. All traffic passing thrgh the
router is processed by the ACL attached to thefaxte/ protocol. An ACL is filter policy appliechdngress

or egress to a SAP on an interface to control thffi¢ access. The ACL prevents an unknown party
(identified by IP match or Media Access Control (MAmatch criteria) to access the router/switch’s
infrastructure and service layer, and provide sgcprotections of both layers. The ACL is proaxssop-
down, with processing continuing until the firsttetais made. All traffic that successfully cletéine ACLs

is processed by the routing tables. The routibetes processed top-down, with processing comtiguintil

the first match is made. The routing table maysketically updated by a privileged administrator or
dynamically through routing protocols.

For the SR/ESS-Series routers, dedicated CPM haedwaeues are also allocated for certain traffic
designated to the CPUs and set the correspondirgimat for the queues. These filters drop or egaic
packets, as well as allocate dedicated hardwangrghgueues for traffic directed to the control qgassors.
CPM filters and queues control all traffic goingtinthe CPM, including all routing protocols. Thayply to
packets from all network and access ports, butcmptckets from a management Ethernet port.

7705 SAR CSM queues and 7210 SAS CPM filters atecaofigurable. These mechanisms are fixed in
terms of usage (i.e., each queue handles a spégific of traffic) and configuration (i.e., each gaeis
configured for specific rates and buffering capasjt To avoid DoS-like attacks overwhelming thenol
Plane, while ensuring that critical control traffguch as signalling) is always serviced in a timmehnner,
the 7705 SAR has three queues (High, Low, andfBtd)andling packets addressed to the CSM:

e. High: handles all messaging this is important Keeping the network stable from a control plan
point of view. The messages in this queue ard¢e@ltdo network management, signalling, routing,
etc..

f. Low: handles messages that can be treated witbwarlimportance when doing so has no
detrimental impact on the overall stability of thetwork. Examples include ICMP ECHO REQ

(pings), etc.

g. Ftp: handles messages related to bulk file trassf@hese types of messages require appropriate
buffering with little or no CSM interference. Exples include the ftp download of a new software
image, etc.

Packets that are destined to the 7210 SAS CPUrmnmitiped based on the application. These includger

2 data packets (a copy of which is sent to CPWMAC learning), EFM, CFM, STP, LACP, ICMP, etc. The
CPU provides eight queues from BE (0) to NC (7ackets destined to the CPU are classified interraadtl
are put into the correct queue. These packetsatgdimited to prevent DoS attacks. The softwamagrams
the classification entries to identify these paskatd assigns appropriate bandwdith and priorithemn. As
noted above, 7210 SAS CPM filters are not configlerdy the user.

The administrator specifies information flow poliayles (routing protocols and ingress/egress trdittiering

and peer filtering) that contain information setudttribute values, and associate with that ral@ction that
permits the information flow or disallows the infiaation flow. When a packet arrives at the sounteriace,
the information security attribute values of theket are compared to each information flow poligerand
when a match is found the action specified by thig is taken. The set of identifiers are assediatith the
physical router interfaces.
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Subject and information security attributes usexd ar
h. IP network address and port of source subject;
i. IP network address and port of destination subject;
J. transport layer protocol and their flags and atitieés (UDP, TCP);
k. network layer protocol (IP, ICMP);
I.  Documented Special Use (DUSA) IPv4 addresses;
m. interface on which traffic arrives and departs; and
n. routing protocols and their configuration and state

IP/MAC filter policies match criteria that asso@draffic with an ingress or egress SAP. A filpmiicy

compares the match criteria specified within @fikkntry to packets coming through the systemhenarder
the entries are numbered in the policy. When a gtaglatches all the parameters specified in they etiite
system takes the specified action to either drofopvard the packet. If a packet does not matehetry
parameters, the packet continues through the fitecess and is compared to the next filter esing, so on.
If the packet does not match any of the entriem) $ystem executes the default action specifigdarfilter

policy. Each filter policy is assigned a uniqueefi ID.

When filter rule entries are created, they arergyed sequentially from the most explicit entry e teast
explicit. Filter matching ceases when a packethed an entry. The entry action is performed erpticket.
The TOE performs either drop or forward action. Beoconsidered a match, the packet must meetall th
conditions defined in the entry. Packets are caoetpso entries in a filter policy in an ascendingre ID
order.

When a filter consists of a single entry, the fikgecutes actions as follows:

0. If a packet matches all the entry criteria, theeatspecified action is performed (drop or forwgard
and

p. If a packet does not match all of the entry crétetine policy’s default action is performed.
If a filter policy contains two or more entries chats are compared in ascending entry 1D order:
g. Packets are compared with the criteria in the érdgty ID.
r. If a packet matches all the properties definedh@nentry, the entry’s specified action is executed.

s. If a packet does not completely match, the packatigues to the next entry, and then subsequent
entries.

t. If a packet does not completely match any subsdardries, then the default action is performed.

TTL security parameters are used for incoming psckBGP/LDP accepts incoming IP packets from a pee
only if the TTL value in the packet is greater thamequal to the minimum TTL value (values 1 — 255)
configured for that peer. A link-specific ratealso used for CPU protection. This limit shalldgplied to

all interfaces within the system. The CPU willee® no more than the configured packet rate folirdd
level protocols.

The SROS provides automatic detection of attadggdred by excessive control plane and routinggmait
traffic, and it recognizes signatures of some commgstributed and other DoS (D/DoS) attacks antherr
it will suppress these attacks using the ACLs.

7.1.6.6 Simple Security Attributes (Authenticated Policy)
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The TOE also enforces an AUTHENTICATED SFP wheretffgrmation is passed via application proxy
(Console, SSH, file-copy). Users must first bentgd access by the administrator and then autlaetidn
order to access the router by Console, SSH, fifgrco

Source subject security attributes are:

a. source port and IP protocol ID and address,

b. username/password and profile,

Cc. source network identifier,

d. remote or console session idle timeourt,

e. maximum number of concurrent inbound remote session

f. administrator permission for remote or console sscand

g. local home directory for the administrator for reéeor console access.
Destination subject security attributes are:

h. set of destination subject identifiers (UDP/TCPtpamber).

Any packet that is destined to the SROS, has te hiae correct MAC address, and IP address thabéas
assigned by the network operator to be able to t@jnmperate the SROS. Once the packet has been
identified to be forwarded to the CPM/CSM, it i prder the influence of the CPM/CSM filters.

Management Access Filters (MAFs) control all trath the CPM on the SR/ESS series devices as welll a
routing protocols. Functionally equivalent filtegi is provided by the CSM filters on the SAR andSSA
series of devices. For SAR and SAS-series devMédss also control all traffic in and out of the KIS
They can be used to restrict management of the &A&FAS by other nodes outside specific (sub)nets/ork
through designated ports.

MAFs apply to packets from all ports to restrict ragement of the SROS from other nodes who are
unauthorized. MAFs / CSM filters restrict accegsthie SROS to small list of SAM servers or support
workstations. MAFs / CSM filters control all traff going into the CPM/CSM, including all routing
protocols. They apply to packets from all porfshe filters are used to restrict management ofrologer or
switch by other nodes outside either specific (sabyorks or through designated ports. By defdludire are

no filters associated with security options. Thé&Mor CSM filter and their entries must be explicit
created on each router. These filters apply tartheagement Ethernet port. MAFs / CSM filterswsed to
restrict traffic on OOB Ethernet port. When thestfimatch is found actions are executed. Entriestrhe
sequenced correctly from most to least explicit.

7.1.6.7 Simple Security Attributes (Export Policy)

The TOE also enforces an EXPORT SFP whereby infoomavents are sent from the TOE to SNMP trap
and Syslog destinations.

Subject and information security attributes usexd ar
a. Source subject security attributes: source netidwktifier; and
b. Destination subject security attributes:
(1) Syslog server IP address,
(2) UDP port used to send the syslog message,
(3) Syslog Facility Code,
(4) Syslog Severity Threshold,
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(5) Set of destination network identifiers,

(6) IP address of the SNMP trap receiver,

(7) UDP port used to send the SNMP trap,

(8) SNMPv3 used to format the SNMP notification, and
(9) Security name and level for SNMPv3 trap receivers.

For SNMP traps sent out-of-band through the Managrathernet port, the source IP address of thpeisra
the IP interface address defined on the ManageBiernet port. For SNMP traps sent in-band, thecso
IP address of the trap is the system IP addregedROS.

Each trap target destination of a trap group rexsettie identical sequence of events as definetébiogy 1D
and the associated sources and log filter applied.

The Syslog protocol is used to convey event natiftcn messages. Parameters are defined identifiBéC
5424 - The Syslog Protocol which describes the &rofi a Syslog message.

7.1.7 F.TSF_Protection

The SROS ensures the availability of security patans exchanged to/from the TOE to RADIUS/TACACS+
servers (in the Operational environment).

The SROS ensures the availability of security patans imported from NTP servers (in the Operational
environment) to the TOE.

7.1.8 F.Console_Access

The SROS has a direct connection via the physi&&32 console interface and a remote console cdonect
to perform security management functions. Thigrfiace is controlled via an information flow contro
(authenticated policy) as defined herein. The SR&8ires local access to initially configure. hbconsole
authentication access via a RS-232 port to theeraiges administrator names and passwords to dictiten
login attempts.

7.2 TOE SECURITY FUNCTIONS RATIONALE

Table 18 provides a bi-directional mapping of Segufunctions to Security Functional Requirements.
shows that each of the SFRs is addressed by atdeasof the Security Functions and that each ef th
Security Functions addresses at least one of tliRs SH-or a description of how each Security Funetio
Requirement is addressed by the corresponding BeEunction refer to Section 7.1 (starting on p&dg.

Table 18: SFR / TSF Mapping
TOE Security Function

F.TSF Protection
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F.User Data Protection
F.Console Access

Security Functional Requirement
FAU_GEN.1 Audit Data Generation

pd F.Audit
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FAU_GEN.2 User Identity Association

FAU_SAR.1 Audit Review

FAU_SAR.2 Restricted Audit Review

FDP_ETC.2 Export of User Data With Security Attfies

FDP_IFC.1(1) Subset Information Flow Control (Urariticated Policy)
FDP_IFC.1(2) Subset Information Flow Control (Auttieated Policy)
FDP_IFC.1(3) Subset Information Flow Control (Exp@olicy)

FDP_IFF.1(1) Simple Security Attributes (Unautheated Policy)
FDP_IFF.1(2) Simple Security Attributes (Authentexh Policy)

FDP_IFF.1(3) Simple Security Attributes (Export ieg)

FIA_AFL.1(1) Authentication Failure Handling (Conep

FIA_AFL.1(2) Authentication Failure Handling (Expamtial Back Off - Console)
FIA_SOS.1 Verification of Secrets

FIA_UAU.2 User Authentication Before Any Action

FIA_UAU.5 Multiple Authentication Mechanisms

FIA_UID.2 User Identification Before Any Action

FMT_MOF.1 Management of Security Functions Behawiou

FMT_MSA.1 Management of Security Attributes

FMT_MSA.3 Static Attribute Initialization

FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security Roles

FPT_ITA.1 Inter-TSF Availability With a Defined Auability Metric X
EXT_FPT_ITA.1(1) Inter-TSF Availability With a Defed Availability Metric
(RADIUS/TACACS+)

EXT_FPT_ITA.1(2) Inter-TSF Availability With a Defed Availability Metric (NTP) X
FPT_STM.1 Reliable Time Stamps X
FTA SSL.3 TSF-initiated Termination
FTA_SSL.4 User-initiated Termination
FTA_TSE.1 TOE Session Establishment

XXX

XX XX XX [ X

XXX X[ XX

XX |[X|X[X
XXX X[ X

X

XXX
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8 OTHER REFERENCES

This section lists references other than the TOHagce documentation presented in Section 1.7 ge g@
that either aid in better understanding the TORrerreferred to directly in this Security Target.

[ANSI X3.64]

[IEEE 802.3ad]

[RFC 1305]
[RFC 1492]
[RFC 2138]
[RFC 2865]

[RFC 2866]
[RFC 3411]

[RFC 3412]
[RFC 3413]
[RFC 3414]
[RFC 3415]
[RFC 3416]
[RFC 3417]
[RFC 3418]
[RFC 4250]
[RFC 4251]
[RFC 4252]

[RFC 4253]

Additional Controls for Use with the American Nai#b Standard Code for Information
Interchange ANSI X3.64-1979(R1990), American National Starf$ainstitute (ANSI)

Amendment to Carrier Sense Multiple Access Withisitm Detection (CSMA/CD)
Access Method and Physical Layer Specifications-@gajion of Multiple Link
SegmentdEEE Standard 802.3ad-2000, Institute of Eleatrémd Electronic Engineers

Network Time Protocol (Version 3) Specificationplementation and AnalysiRFC
1305, March 1992, Internet Engineering Task Force

An Access Control Protocol, Sometimes Called TACAREE 1492, July 1993, Internet
Engineering Task Force

Remote Authentication Dial In User Service (RADIURS)C 2138, April 1997, Internet
Engineering Task Force

Remote Authentication Dial In User Service (RADIUSIC 2865, June 2000, Internet
Engineering Task Force

RADIUS AccountingRFC 2866, June 2000, Internet Engineering Taske~o

An Architecture for Describing Simple Network Maeagnt Protocol (SNMP)
Management FrameworkRFC 3411, December 2002, Internet Engineerinds Fasce

Message Processing and Dispatching for the Simptevdbrk Management Protocol
(SNMP) RFC 3412, December 2002, Internet Engineerindgs Fasce

Simple Network Management Protocol (SNMP) ApplicesiRFC 3413, December
2002, Internet Engineering Task Force

User-based Security Model (USM) for version 3 ef$imple Network Management
Protocol (SNMPv3)RFC 3414, December 2002, Internet Engineerinds Fasce

View-based Access Control Model (VACM) for the &mietwork Management
Protocol (SNMP)RFC 3415, December 2002, Internet Engineerind Fasce

Version 2 of the Protocol Operations for the Sinfgédwork Management Protocol
(SNMP) RFC 3416, December 2002, Internet Engineerindgs Fasce

Transport Mappings for the Simple Network Managemeatocol (SNMP)RFC 3417,
December 2002, Internet Engineering Task Force

Management Information Base (MIB) for the Simpleandek Management Protocol
(SNMP) RFC 3418, December 2002, Internet Engineerings Fasce

The Secure Shell (SSH) Protocol Assigned NumB&S 4250, January 2006, Internet
Engineering Task Force

The Secure Shell (SSH) Protocol ArchitectiREC 4251, January 2006, Internet
Engineering Task Force

The Secure Shell (SSH) Authentication ProtoReIC 4252, January 2006, Internet
Engineering Task Force

The Secure Shell (SSH) Transport Layer Protde&IC 4253, January 2006, Internet
Engineering Task Force
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[RFC 4254] The Secure Shell (SSH) Connection ProtaR6IC 4254, January 2006, Internet
Engineering Task Force

[RFC 5424] The Syslog ProtocpRFC 5424, March 2009, Internet Engineering Tasic&

[TIA-232-F] Interface between Data Terminal Equipment and OEitauit-Terminating Equipment

Employing Serial Binary Data Interchang®@ctober 1 1997, Telecommunications
Industry Association (TIA)
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